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1 UTILITIE®VERVIEW

1.1 PingUtility (RuiPing
TheRuiPingdJtility is used to:
1 Ascertain the existence of working FieldServers

T a2y Al2NJ I CAStR{SNWBSNDa KSIfiKe A0SY 2L SN GA2Y

ax
)]
o)

f CheckaFieldSendR d ae@aidSY AYyT2N¥IFGA2Y
1.2 Remote User InterfaceRuiNe?)

TheRuiNetUTtility is used to:
Transfer files (configuration, firmware, etc ) to and from a FieldServer
a2yAG2NI I 62Nl Ay3 CAStR{SNBSNRa AyaSNylrt RFGF YR
/ KFy3S 2NJ dzLJR | (enalldataCahdPparadretBrdl I SN a Ay i

/ KFy3aS G4KS CAStR{SNBSNna Lt | RRNBaa

)l

)l

)l

1 Delete files on a FieldServer
)l

1 Restart a FieldServer

1.

3 Serial and Snapshot Captut#ility (RuiDebug

TheRuiDebugJtility is used to capture information about a FieldServer to assist in problagndsis.RuiDebuds

useful for troubleshooting lovlevel serial communications when standard troubleshooting options have been
exhausted. RuiDebugaptures all data traffic on a given serial port in either hex or ASCII format in a log file which
can beanalyzed for inconsistencies by anyone familiar with the communications protocol in quefigbebug

also captures information about the FieldServer being monitored in a separate logRiilBgbudog). The
snapshot option available witRuiDebuglsocaptures connection statistics RuiDebudog.

The information captured includes

1. FieldServer status Information
2. Connection Statistics
Snapshot
3. Error Messages
4. Data Array Contents
5. Port Logs

TheRuiDebudJtility cannotcapture a log of Ethernet based messageteats.

1.4 FST_Diatility

The FST_Diaygtility connects to a FieldServer, collects information about the FieldServer setup and current
processesdownloads the configuration, zall information into one file andeports back to FieldServer support
with the information.

The FST_Diagtility cannot capture a log of Ethernet based message contents. Refer to EnoteflDGBe
supplied flash drive for information on how to do this.
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1.5 Internet Address ConfiguratoiRuiBoo)

The RuiBootapplication can be used to mdor the FieldServers on a LAN, aoatically allocate IP addresses,

alert the user to duplicate IP addresses and perform otbglity functions such as setting the MAC address of the
Ethernet adapter on the FieldServer. THidlity is typically only rquired if advanced functions are needed or if old
firmware that does not support IP change ®aiNetis being used.
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2 PC REQUIREMENTS

2.1 Hardware

The Utilities work over an Ethernet network and require a TCP/IP enabled PC with a netwosugpodting
10/100Mbit/s Ethernet. The PC and FieldServer can be connected via an established network or directly using a
crossover cable.

‘2.1.1 Connecting to a FieldServer over the Internet

LAN WAN WAN LAN
o Interfa Interface Interface Interche ‘ ‘ IP = 192.168.1.10
o EEthernetJ () CEthernet! .
- u- ‘ ‘ IP= FieldServer
E 165.165.124.33 4
Ve V
4) Ruinet -i165.165.124.33 -k10000 » Company s Company
, Firewall ;7 Firewall/
4 Router / Router
/ 7
7/ 7
— |10 — 1024
1) Port 1024 2) Port 1024 3) Incoming Packets on
must be opened must be opened Port 1024 must be
to allow a UDP to allow a UDP redirected to the
connection to connection from FieldServeros | P
the Internet the Internet address
Firewall Firewall
Ports Ports

Figure2.1 ¢ Diagram showing Connection over the Internet

Notes

1. The PC firewall must allow UDP connections to port 1024 on the WAN (Wide Area Network)
interface/Internet.

2. The network firewall must allow UDP connections from the WAN inteHaternet to port 1024.

3. ThenetworkF ANB gl ff Ydzad NBRANBOUG ySiGeg2N] LI O1Sida FNRY LN

2.2 Software
The Utilities run under any of the following operating systems:

DOS, Windows 95 (SP2 upwards), Windows 98, 2000, NT, XP

2.3 Installation and Setup

1 Theutilities areloased on the flash drive shippedth the FieldServer.Theycan be accessed from the start
menu once they have len downloaded onto the computerfStart|Programs|FieldServer Utilities|

1 The Ruinet PC and the FieldServer have to be settipani IP address on the same subnet

T ¢KS wdzAySid t/Qa ¢/tklt aSddry3a Yle KI@S G2 0S8 OKFy:

there is more than one FieldServer on the network.

1 Ifa PC is used on an already established network, itisbb& NJ 42 OKIy3S GKS CASt R{ SNI

t/ Q& Lt FRRNBEE 0514007 aGK INBFE NI (2 CGUSHIRRYNDSNDA Lt |
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3

INSTALLING NEW FIRMWE ON AIELDSERVER

New firmware is supplied as zip file called install.zipnder special circumstances where a firmware update is

req

|l
f

il

uired. It is not part of the standard shipment.

Open the install.zip file. This can be done directly from your mail client.

LT &2dz I NB dzaiy3 Alkryatively BxtractIh® fles to calteyhpoiialy ffoldér @nd run the
setup.exe program.

If there is only one FieldServer on your network, then the firmware install procedure will start automatically
FFGSNI LINBaaAy3d aLyadl ffté

If there are multiple FieldServeos your network, select the FieldServer that requires the new firmware to be
installed from the menu shown.

To download a configuration file other than the one included in the Install.zip file do the following:

3.1 UsingWinzip:

1 Rename the file you want to davioad to the FieldServer to config.csv
T /tA01 2y 4! RR¢
1) winZip - install.zip 3 =101 x|
File Actions Options Help
=] =] s a8
Open Favorites Add Extract Yiew Install Wizard
Hlame | Madified | size | Ratio | Packed | Path |
m§gg§5gl.|.:.lg.9§"§ 2003/01/27 07:5... 9,895 79% 2,118
() ruinet.exe 2003/03{12 11:4... 233,517 63% 86,754
(] ruiping.exe 2003/03{12 11:4... 114,735 61% 45,210
25 setup.exe 2003/03/12 11:4... 49,195 71% 14,260
@Ntstyle.dn 2002/10{04 02:2... 210,716 56% 92,202
%] Dosstyle.dl 2002/10{04 02:2... 55,030 48% 28,719
(Z] bridge.bat 2001/10{22 04:3... 89 3% 86
(] startup.bat 2003/01/27 08:0... 800 S6% 349
(2 Chkdsk.com 2003/01/27 08:0... 18,912 40% 11,428
) Fserver.img 2003/08/07 05:2... 868,864 S57% 370,013
&) config.csv 2003/05/06 04:1... 13,426 82% 2,431
Selected O files, 0 bytes Total 11 files, 1,539KB 00 4

FieldServer Technologiek991 Tarob Court Milpitas, California 95035 UBAh: www.fieldserver.com
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add 2 x|

Lok, in: IE besst j i ﬁ -

com_PzZ

config

ruidebug

File name: Iﬁ Add
Cancel |
Help |

Action Pazsward... | Add with wildeards |

I.-’-‘«du:l [and replace] files j  Folders

LCompressian: ™ Include subfalders

[T Save full path info

INu:urmaI j

: ) . — Aittributes
lAultiple dizk zpanning: . . . .
Bt e [ Include only if archive attibute iz set
I[remuvable rmedia anly] "I [ Reset archive attribute

v Include system and hidden filas

[T Store filenames in 8.3 format

4

1 Browse and Select the config.csv file you want to send to the FieldServer

T /tA01 a&a! RRE

T /tA01 aLyadGrttée G2 Ayadlft GKS O2yFAadoedad FAtS (2
3.2 Not using WinZip:

1 Copy the config.csv fil@tthe Install.zip

Notes
1 The csv fileo be addedmust be namedonfig.csv

1 If the Install.zip file containsultiple csv files,only one will be downloaded to the FieldServer.

1 If config.csv, primserv.csv and secdserv.csv are present then config.csvauaibeaded.

1 If config.csv is not present then primserv.csv will be downloadedifindnfig.csvand primserv.csv are not

present then secdserv.csv will be downloaded.
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4 PINGUTILITYRUIPING

RuiPingis aUtility § K § &G LAYy 3a¢ I & LISe@Sefvar©Oon Ghe Seiwirk. SN Ne) aydnkrdl £ C
message that requests a reply from a FieldServer. The mgigates the existence of a FieldServer on the

network andcontains information of use to thRuiPingoperator or to batch files usinBuiPing FieldServers will
NBaLR2yR G2 (GKS WtAy3aQ LI AOFGAZ2Y LINBPOARSR 6AGK aAON
FieldServers and other devices that respond to the ping.

Run RuiPingfrom the Start Menu:Start|Programs|FieldServer Utilities|PingUtility or using Run, Command,
RuiPingil1.2.3.4

The screershot below shows the typical layout of information presented=wiPing

E~lcommand Prom

¢t KS CASt R{ SNBBSN
followed by the DCC version.

SSUTILITYSRUIPING>ruiping
RIDGE NAME IP Address

ACHet ASCII driver test 192.168.8.242 B-U4.18j <A)>. DCCAAA:U4.81h (B>

oolkit Prg Client 192.168.8.45 B=U4.18j <A>. DCCOAR:U4.81h (B>
:\UTILIHNNG)_ 4/\

. The IP addresses 0 The * indicates that this

The FieldServer name the FieldServers on FieldServer has a syste

as specified under the network. In this error that can be viewed

Bridge Title in the case there are two on the RuiNet Error
individual CSV files. FieldServers. screen.

Figure4.1

RuiPingwill continue pinging FieldServers every 3 secondd tire Q key is pressed or will exit wheonditions
specified bycommandline switcheshave been met

4.1 Manually checking the network for Duplicate IP Addresses

1 Connect the FieldServer to the network and mRuiPing Verify that the IP address chosen tbe FieldServer
is active

1 Disconnect the FieldServer. Run the Windows PBitilgy (in DOS, type: ping <IP Address>). Make sure that
nothing responds to the chosen IP address.

For further information on pinging specific FieldServers, refégpendix B
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5 REMOTE USER INTEREARUINET)

The notes in this section explain how to navigate the menu system provided by RuiNet and provide information on
the contents of the various screens.

5.1 A ¢ Connecting to a FieldServer

Since RuiNet eaonly work with one FieldServer at a time, it is necessary to target the FieldServer of interest.
(Note that it is possible to run multiple instances of RuiNet at the same time). If RuiNet is run without specifying a
target it will provide a list of th&ieldServers on the network. Pick the required FieldServer from the list

[Fcommand Promp

FieldServers discovered on the network

1 Testing Modbus 192 _168.8.45 Type & mid pick the first
2 Toolkit Pro Server 192.168.8.252 FieldServer o H piCk

the second.

Recently connected to FieldServers

A MHNo_Title_ Assigned 192 _168.8_45
B Toolkit Fro Server 192.168.8.252

<n-nn* Select a FieldServer to connect to <PgDn> Hext Page <Pglp> Prev Page
SBpecify {I>P Address <«C>lear Recent FieldServers List <R>efreszsh list <Qluit

Figure5.1

If a FieldServer is not selected, RuiNet will wait about 10 seconds and then automatically connect to the
FieldServelast connected.

» Command Prompt - rui

Hain Menu

s6778a Lutmc Server FieldServer = Nam  (Specified in
WCASEt R{ SNISNE ¢AGf

FieldServer Information
Password Protection

Connection Ouerview Password protection can be enabled f{

:adenﬂuerl._lieu o ) restrict access to data and preve
ap ESCH 11]tDl"' VEFVI1EW
Data Array Querview changes.

Mezzage Log
Error Lo
Driver ng Press one of these keys t

Combined Log select the option.

Dovwnload Configuration to FieldServer
Upload Configuration from FieldSer

List of other action keys. Some of these keys o

Change I[P Address ;
Reztart FieldServer work in Expert Mode.

- O OEme DIES T

Figure5.2
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5.2 B- FieldServer Information

FieldServers were previously known as bridges, hence the use of the B key to access the screen displaying general
information about a FieldServe The B Screen consists of two aspects (settings and status). Use the spacebar to
toggle between the two aspects. The settings screen is depicted below. The various parameters are described
more fully in the tables that follow.

[F*Jcommand Prompt - ruinet

Settings
Tier 2 /5 .
NETTP Radpeses T 192 168 9252
Ni NEtmasiess BLC 3LL JEL. @ These parameters are defined in th
Ml Gateway 1 . . . . . . . . . . . 192 168 8.1 i
NZ IP Address 192.168.0.251 following table.
N2 Hetmask 255.255.255.8
N2 Gateway 1 . = v v - = v o - - . 192.168.0.1 ||
Cache_fAge_Limit L :00.0800s .
Cache_Time_To_Live L-88_080s Use arrow keys alone or if
gjg{'gfjﬁﬁe_in """""""" =00 conjunction with Control
Ne twork_number -
Hot_Standby Mode . . . . . . . . . . . . None key to _Change to other
Port_Expander_Mode a tiers. Will only work when
Cache_Map_descriptor_Scan_Interval 65535 .
Hot_Standby Designation . . . o - « = - . . - Expert mode is enabled.
Hot_Standby_Fair_ HName -

<ESC>

yz: €3> Hext <> Prev <Ctrl+> Last <Ctrle> First
> > Hext Page <{Pqlp> Previous Pagell

Synchronize FieldServer Date and Time <PDn

Press T to set FieldServer date and time to match t

Figure5.3 ¢ FieldServer Informatiorg Settings Aspect. of the computer.

‘5.2.1 FieldServer Informatiom Settings Aspect

Parameter Description
CASt R{SNISNE KI @S GKS FoAfAGe
Tier platform. To differentiate bveen the different running applications,
each of the applications is referred to as a Tier with a specific name.
FieldServer_Name A name by which a FieldServer is identifiegted not be unique.
N1 IP Address The IP address of the N1 Ethernet Adapter.
N1 Netmask Netmask of N1 Ethernet Adapter.

The IP address of the gateway that N1 Ethernet messages use if thg
destination IP is not found on the local network.
N2 IP Address The IP address of the N2 Ethernet Adapter.

N2 Netmask Netmask oN2 Ethernet Adapter.

The IP address of the gateway that N2 Ethernet messages use if the
destination IP is not found on the local network.

Maximum age of data in a cache Map Descriptor for immediate
response to poll. Defauli minutes. Seéppendix C.1.5

The time that the FieldServer maintains the port expanded polling in

N1 Gateway 1

N2 Gateway 1

Cache_Age_Limit

Cache_Time_To_Live Port Expander Mode. Default 5 minutes. See Configuration Manual
more information.
Cache_Size The maximum number of cache Map Descriptors allowed.

Use is driver dependent. Generally used to identify the FieldServer

Syst Node_ID
ystem_Node_ Node when it is configured asQrver.
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Parameter

Description

Network_number

Displayed where a protocol requires the Field®e to be assigned a
network number (e.g. BACnet).

Hot_Standby Mode

Where specified, this parameter defines the behavior of the standby
FieldServer in Hot Standby mode. In Mode 1 the FieldServer is
completely passive; in Mode 2 the standby FieldSereds phe
connected devices through alternate communication paths. Refer tq
Configuration Manual for more information.

Port_Expander_Mode

Indicates whether the port expander mode function is enabled or not

Cache_Map_DescriptoBcan_Interva

Defaultis two seconds. If the value 65535 is displayed, then this is 4
error and it indicates that there is no setting.

Hot_Standby_Designation

Primary or Secondary. On boot the primary tries to become the acti
and the secondary tries to become the standbgldServer. This
behavior may be different if the so called secondary FieldServer gets
booted first.

Hot_Standby_ Pair_Name

A name by which a pair of FieldServers configured as a Hot Standby
is known. When one of a pair boots, it broadcasts asage with its
pair name in order to try and locate the other FieldServer that forms
hot standby pair.

5.2.2 FieldServer Informatiomm Status Aspect

Parameter Description
CASt R{SNISNE KI @S GKS FoAftAGe (2. MXzy
Tier differentiate between the different running applications, each of the applications is

referred to as a Tier with a specific name.

Driver Configuration

The part of the FieldServer firmware that contains the drivers ordered. Each
combination of drives is known as a DCC.

DCC Version

A DCC version number is allocated to each DCC. This version increases with
changes/updates to drivers. Tech support are able to track a DCC version to deter
what features of each driver are available and what bugy imave been present in a
particular version.

Kernel Version

The version number of the kernel. The kernel is that part of the firmware that provi
support and resources to the individual drivers. Tech support may require this num

BIOS Version

ThedSNEA2Y ydzZYoSNJ 2F (GKS CAStR{SNBSND&

Data Points Used

Each FieldServer has a combination of drivers and a maximum number of data poi
that may be managed. A data point is an element of a Data Array with a responsib
Map Desdptor. Responsible Map Descriptors dlleent side, active and almost alwaysg
read Map Descriptors.
Example: A CSYV file configured with a RDBC Map Descriptor with a length of 100 n
use 100 data points. If the number of points used exceeds the maximemthe
FieldServer will continue to operate for 24 hours and then shutdown. See Enote024
details on point count.

Data Points Max

The file slots.ini controls the maximum number of data points. Only use slots.ini
supplied with the FieldServer or lgch support. The user cannot edit or generate thi
file. The default for an X40 is 1000 points. The default for an X20 is 500 points. T
FieldServer bridge ID must be provided to tech support for them to generate a new|
slots.ini file.
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Parameter Description
Number of times the FieldServer executes all its software per second. This number
Cycles Now :
change continuously.
Cycles Max The maximum value since the FieldServer started.
Cycles Min The minimum value since the FieldServer started.

The averagéme in milliseconds the software took to complete since last restart. Cy

Avg Cycle Ti . )
vg Lycle Time timers are only started after the CSV files have been loaded.

Min Cycle Time The minimum/maximum time in milliseconds the software took to complete. Use thg
Max Cycle Time key to reset thivalue.

Cache Age Ave The average data age of the cache blocks currently in existence.

Cache Age Max The maximum data age of the cache blocks currently in existence

The maximum data age of cache blocks that existethe FieldServer since startup, i.¢
the oldest that cache data ever got.

Cache usage (RBB) | The number of active cache blocks reading data at the current time.

Cache usage (WRB) | The number of active cache blocks writing data at the current time.

Memory Blocks The number of memory blocks reserved by drivers and other system functions.
The time that the FieldServer was last restarted. New FieldServers are shipped wi
Last Time Rebooted | the time or date set and hence the value shown here is nmegass until the
CAStR{SNISNI GAYS A& adyOKNRBYAI SR s6AilK

Cache Age Max Ever

5.3 P- Enable/Disable Password Protection

The P screen allows the administrator to restrict access to data and the ability to make changes. Password
protection is disabled by default.

o+ Command Prompt - rui

Change Password Settings

Login as Admin
Login as User

ChangesEnable Admin Password DISABLED
Change/Enabhle User Password DISABLED

Dizable Admin Password
Dizable User Password

1
2
3
4
5
[
?
8

Clear User Message
SetsChange User Message:

Figure5.4

! Cache blocks are temporary Map Descriptorsated by the FieldServer to achieve certain objectives such as a write through or port
expansion. Because they are temporary this number rise and fall is not visible. The read cache blocks persist untilréhefteexihie
Cache_Age_To_Live time has exqgi
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Parameter Description

Login as Admin Adminprivilegesallow full access to all screens and changes to information.
User privileges allow read only access, hmwsing between seens, but no
changes can be made.

Administrator password enabled protects access. Once the protection
Syl ot SRY a4t | aFaguaesSSRwill petNESEIlY screan visible uni
loggedinag aSNJ 2NJ ! RYAY dzaAy3 2LWA2ya

Login as User

Change/Enable Admin
Password

Change/Enable User -
Administrator can create user account.

password
Disable Admin Password Protection removed by administrator
Disable User Password Remove the User Account

¢+ Command Prompt - rui

Change Password Settings

Login as Admin
Login as User

ChangesEnable Admin Password EMABLED
Change/Enabhle User Password EMABLED

Dizable Admin Password
Dizable User Password

Clear User Message

SetsChange User Message:

This FieldServer iz password protected,. contact
me at mel@mycorporate.com

1
2
3
4
5
[
?
8

Figure5.5 ¢ Password Enabled Screen

54 O- Connection Overview

Thisscreensupplies information on communication between the FieldServer and remote devices. A number of
aspect screens are available, and some of the aspect screens havethraorene page. Use the space bar to

toggle between aspects and the PgUp, PgDn keys to toggle between pages of the same aspect. The Connection
Overview and Settings Aspect screens are depicted below. The various parameters are described more fully in the
tables that follow.

Every attempt is made to standardize the wiaywhich
drivers report stats but in some drivers unavoidah
differences exist. In general, however, Rx Msg and
Msg correspond closely when connection is healthy.

Connection number- Type number
to go to detail for that connection,
e.g. type 01 tonavigate to detail for
connection port N1

—
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[F-lcommand Promp

N1 = Network Adapter
P1...P8 = Serial RS2 Ports
R1...R2 = Serial R85 Pots

Connection Protocol Tx Msg Rx Msg Tx Char Rx Char Errors

A1- N1 SMT 798 799 343998 346788 5]

@2- Ri Toolkit_FPro a a a a a

a3- PF1 HODBUS _RTU a a a a 5]
Port / Adapter

Displays the number of errors fo
each connection. Occasional erro
may indicate noise but may als
indicate a svstematic error.

<{R>eset
<nn» Goto Connection

Keys:

tdzakK GKS w 1S& G2 asSid Ift¢ adlrda F2NJ
operation of the FieldServer, déxs or communications to remote devices.

Figure5.6 ¢ Connection Overview Screen

Eummand Prompt - ruinet

Connection

Adapter . . . . . . . .
Poll_Delay

Low_Pri Poll_Delay
Server_Hold_Timeout - .
Protocol

IP_Address
Remote_IP_Address .- .
Fort

Timeout
Recovery_Interval - - .
Probhation_Delay
Connection_Mode
Client/Server_Mode . . .
Multidrop_Mode
Turnaround_Delay

Baud . . . . . . . . . .
Data_bits

Parity

Stop_bits . . . . . . .

Heyz:z {2> Next << Pre-
<

Ctrl+> V==%
<Pghn> Hext Page <{Pglp> Previous Page {R»eszet stats

Settingsi L a This is the aspect name
......... N1 a{ SUuAy3Iasa
g-gaas collection of related
....... 2.90As i i
onr information.
— ||
....... A.A.0.0 . .
- To view nextonnection, use
________ 2.008s the arrow keys.
Serue; -
i See a filtered list of nodes which displays only thg
........ nodes which are using the connection current

- displayed on the screen.

{Ctrle> First <ESC>

Space> Mext Aspect ¢{H>ode

Figure5.7 ¢ Connection Overview, Settings aspect Page 1

5.4.1 Connection Overview Settings Aspect.

Parameter Description
Connection The current connection out of the total number of connections.
Adapter An adapter ID is displayed if the driver is an adapter driver.
The minimum amount of time that must pass between one ClieapM
Poll_Delay Descriptor completing its task and the next Client Map Descriptor being sery

Refer to Driver Manuals.

Low_Pri_Poll_Delay

The poll delay used for lower priority Map Descriptors.

Server_Hold_Timeout

When an upstream device polls the FieldSeraad the data is unavailable or
too old, the driver generates a poll to the downstream device for fresh data,
(port expansion). The Server_Hold_Timeout defines the time available for th
transaction to complete before an error is returned. The defaultssébnds.

Protocol

The name of the protocol used by this connection.

IP_Address

An IP address for the connection if applicable.
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Parameter Description
Remote IP_Address A remote IP address for the connection if applicable.
Port Identifies the port for a serial driver. P18 or R1...R2

The timeout defined for the connection. Default 2 seconds. Ageendix C.1
for further information.

The time after a node goes dffie before the driver tries to gbthe device
again. Default 30 seconds.

The length of time communication needs to beagtablished for before an
offline Client node is marked dime again. Default 1 minute.
Connection_Mode Server (passive) or client (active).

Optional setting to force a connection mode. Possible values are Server, Pl
Hot_Standby, Hot_Standby_Data, Client_Only, Diagnostic.

Indicates whether Multidrop mode is enabled or not. RefeAfpendix C.1.3
for more information.

The delay that the driver imposes between receiving a poll and sending a
response. The default is 5ms for serial drivers.

Connection baud rate used by serial drivers. Somedgigverride this value

Timeout*

Recovery_Interval

Probation_Delay

Clent/Server_Mode

Multidrop_Mode

Turnaround_Delay

Baud because the communication protocol allows the baud rate to be changed by,
master.

Data bits The number of data bits used for serial communication by the connection. T

- values are 7 or 8.

Parity The parity mode used by the coection to detect communication errors.

Values are even, odd or none. The default is none.
. The number of stop bits used for serial communication by the connection. T
Stop_Bits

values are 1 or 2.

Time a serial driver using #85 will wat before driving the communications
line after receiving permissiorDefault is 1milisecond.

Time that a communication line using-BR3b is actively driven before being
released, after the last bit has been sent. Default 1milisecond..

Time a driver will wait between receiving the first and second bytes of a meg
IC_timeout before generating an IC Timeout. Default 0.5 seconds.ABpendix C.1.for
more information.

Line_drive_on

Line_drive_off

IP_port
Remote_IP_Port
Max_Master
Max_Info_Frames
Connection_Type
Application

Determined byspecific driver or protocol used. See Driver Manual.

5.4.2 Connection Overview Status Aspect

Parameter | Description

Connection| The current connection being displayed out oé tlotal number.

The use of this variable to determine timeouts is driver dependent and has no consistent meg
Timer In passive drivers this variable may not have been used at all. In simple poll response drivers
variable should decrease frons imaximum (equal timeout value) to zero.
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5.4.3 Connection Overview Statistics Aspect

Connection statistics are a ralp of all the statistics maintained by the Nodes avidp Descriptos using the
connection. For example: If thrédap Descriptos use a sirlg connection then each time a message is sent for
eachMap Descriptoy the Map Descriptor Node and connection statistics are all updated. Thus response time
statistics are more meaningful when viewing individual nodeshag Descriptos.

Parameter Description

Connection The current connection being displayed out of the total number

The number of read messages sent by a driver acting as a Client. May includ
messages sent to connect to the Server.

The numler of responses received to read messages sent by a driver acting a
Client. For most drivers this statistic quals the number of messages sent.
The number of write messages sent by a driver acting as a Client. May includ
messags sent to connect to the Server.

The number of responses received to write messages sent by a driver acting
Client. For most drivers this statistic equals the number of messages sent.
This statistic riates to port expansion. Messages that are unrecognized
Client Passthru messages | (unsupported) are passed through the FieldServer without the contents being
considered.

Client Passthru Msg sent | The number of unrecognized messages passed through the FieldServer.
Client Passthrivisg recd The number responses to unrecognized messages passed through the FieldS
Client Broadcast msg The number of broadcast messages sent.

Number of bytes contained in messages sent by the driver acting as a Client.
include bytes of messages used to connect or login to the remote device.
Number of bytes contained in messages received by the driver when acting a
Client Bytes Recd Client- typically responses to messages séviay include bytes of messages use
to conned or login to the remote device.

The number of messages received by a driver acting as a Server. May includ
Server Msg recd data messages such as connection or login requests and port supervision
messages.

The number of messages ddiy a driver acting as a serveypically responses to
messages received. May include responses todeaia messages as above.

A count of the bytes sent by the driver when acting as a Server in response p(
May include bytes comined in nordata messages.
A count of the bytes received by the driver when acting as a server. May incly
bytes contained in nowlata messages.

The number of times a cache Map Descriptor containing current data has bee
polled. Seé\ppendix C.1.5

The number of times a cache Map Descriptor containing outdated data has bg
polled. SeéAppendix C.1.5

The number of times a cache Map Descriptor containing outdated data has bg

Client Read Msg sent

Client Read Msg recd

Client Write Msg sent

Client Write Msg recd

Client Bytes Sent

Server Msg sent

Server Bytes Sent

Server Bytes Recd

Cache Hits

Cache Misses

Cache Created polled resulting in the creation of a new cache Map Descriptor. Appendix
C.15
Cache Bumped The number of expired cache blockSeeAppendix C.1.5
Writes are never cachedhe external device is put on hold while the FieldServe
Pex Write Thru resends the message to the PLC and waits for the response. When the Field

receiveghe response from the PLC it in turn responds to the external device.
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Parameter

Description

operation is counted as a PEX Write thru.

Server Response Max

The maximum time that the FieldServer has taken since the last reset to recei
message from an external devicellghe PLC and respond to the external devic|
The SCADA Hold Timeout parameter should be set higher than this limit

Server Response Avg

This is the average time that the FieldServer has taken since the last reset to
receive a message from an externavie, poll the PLC and respond to the
external device. Reconfigure if response times are slow.

This parameter is applied differently in different drivers. Please refer to the

Link Control appropriate Driver Manuals. The Drivers that currently makeaiiskis
paramater are: ABCP, GERTP, EST3, Modbus Plus.

Who-Is-RouterTo-Network

I-Am-RouterTo-Network BACnet specifiG see Driver Manual.

RejectMsgTo-Network

Messages Reconstructed

Metasy@2 Specifia; see Driver Manual.

Unsupported Propdy

The driver encountered an unsupported property in a message.

Unsolicited Messages Recf

A message was received without the driver polling for it.

Single Write A write data message containing a single data element.

Single Item Read A read data messagequesting a single data element.

Block Write A write message containing a block of data elements.

Block Read A read message requesting a block of data elements.

Sequence Error Messages containing sequence numbers received out of sequence.

Data ObjecStartup Data requested from a node in starp mode.

Expedite Read The number of Map Descriptors given the highest priority to complete a
Expedite Write read/write first.

Fasttrack Read The number of Map Descriptors given a higher priority to competead/write as
Fasttrack Write soon as possible.

Fasttrack Overrun Read

Fasttrack Overrun Write

The number of times the buffer holding fasttrack read/write Map Descriptors
overflowed.

Max Read Response Time

Min Read Response Time

Avg Read Response Time

Maximum/Minimum/Average time in secondBdt passed before a response wa
received to a read message sent by a driver acting as a Client.

Max Write Response Time

Min Write Response Time

Avg Write Response Time

Maximum/Minimum/Average time in seconds that passed before a response V
received b a write message sent by a driver acting as a client.

Max Passthru Response
Time

Min PassthriResponse
Time

Avg Passthru Response
Time

Maximum/Minimum/Average time in seconds receive a response to a poll sen
using the Passthru mechanism.

TCP Conn Lost

Number of times a TCP connection was lost or interrupted.

TCP Send Failed

Number of times a message sent on TCP connections failed.

2 Metasys® is a Trademark of Johnson Controls Inc
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5.4.4 Connection Overview Error Statistics Aspect

Parameter Descrption
Connection The current connection being displayed out of the total number.

Pex mode tried to create a cache block and failedormally a failed write
PEX No slave

through. See Driver Manual for further information

Server Overruns

A message awed from the upstream device while the server port was on h
Increase the timeout setting in the external device.

Server Hold Timeouts

If an upstream device requests data from a cache where the data is too old
the data will be refreshed by pollinfrom the downstream device. The respon
was not received in time.

Timeouts

A remote device never responded to the FieldServer poll. Either the device
responding, or one of the timeout parameters is set too low. Ensure that
device is onlie and addressed correctly and if necessary increase the relg
timeout parameter in the CSV file.

Checksum Errors

External influences e.g. electrical noise corrupted the data. Check
communication cables are shielded, not too long and do not rust gewer
cables.

Protocol Errors

An external device responded with unexpected or unknown messages. C
the relevant driver manual.

Noise Corrupted or garbage bytes on a communications line.

Bad Length A message that looks Ok, but is of the incoritength.

Bad Node A noresponse/error response from an addressable external device.

Bad Function E.g. an external device is written to that does not support writes.

No Start Communications to an external device could not be started.

PLC exception A vaiation of a NAK message produced by some protocols.

NAK A NAK message is received in response to a poll.
Data seems to be continuously arriving from an external device. This could b
to a mismatch in baud rates.
Streaming errors are typitg produced when:

Streaming 1) The transmitter sends more data than the FieldServer can process.

2) An unexpectedly long message is received or messages have
corrupted so that the end of a previous message cannot be detected.
3) A message longer than the driver expeless been received.

A response from an external device arrived before it was expected, implying t
is not the response for the poll the FieldServer has just sent. This could

Premature when there are time delays in communication networks whiohtain bridges and
routers which may delay messages for longer than expected. Increase the tir
parameter for the connection to eliminate these errors.

Preamble Characters preceding a message were dropped.

IC Timeouts Too much time between receiwjrsuccessive bytes in a message.

Address Errors

A driver tried to address a wrong device or a wrong block of data withir
external device.

Data Object offline

A poll was received for a node that is offline.

Node Offline

An external device node isfbifie in response to a driver or external device tryi
to access it.

Msg Ignored

Messages received but unable to be processadrmally because the driver hg
not implemented functionality for that message.
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Parameter Descrption
Svs Cleared The number of times that Data Axys were cleared after a systemormal type
y message was received from a device (e.g. fire alarm panel)
The number of bytes received during the squelch timing period started when
Squelch TX . y g g gp
is asserted.
The number of bytes received duri squelch timing period started when R
Squelch RX . y tige S gp
is deasserted.
. FieldServer unable to create a cache block due to memory shortage or inabi
Cache Failed i
find a downstream node.
Segmentation Not The received message was segmented but thevedridoes not support re
Supported assembling segmented messages.

Passthru Retriés

Produced when a Passthru poll is busy on the downstream side, and an ide
poll (retry) is received on the upstream side.

Passthru Overruris

Produced when a Passthru poll is hus the downstream side and a different p
(not a retry) is received on the upstream side.

Passthru Early Retries

A Passthru Retry, which occurs when the upstream retry is received beforé't
downstream Passthru poll has been sent.

Passthru NormdRetries

A Passthru Retry, which occurs when the upstream retry is received after’tt
downstream Passthru poll has been sent.

Passthru Early Overruns

A Passthru Overrun, which occurs when the upstream retry is received befo
1% downstream Passtiu poll has been sent.

Passthru Normal Overruns

A Passthru Overrun, which occurs when the upstream retry is received aftef't
downstream Passthru poll has been sent.

Passthru
Fails

Early Overrun

Passthru Normia Overruns
Fails

This statistic is currently not used.

PWT Expired

The Passthru Window Timer expired before the downstream Passthru poll
be sent.

5.4.5 Connection Overview API Aspect

tKSas

adlrdaraidaroda |

NE LINRRdJdzOSR o6& G(KS

intended for advanced users only.

Press the 1 key or the 2 key to change the filter on these stats.

1=TCP API

2 = Ethernet API (Default)

Parameter Description

Connection The current connection being displayed out of the total number

TX bytes Number of bytes sent.

TX packets Number of packets sent.

TX dropped Number of packets not sent for reasons that include the transmit buffers being full.

% Information is available in ENOTE19. Enotes are available on the flash drive shipped with the FieldServer.
4 .
Currently only produced by the Metasys® driver
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Parameter Description

TX errors Errors during transmission such as hardware errors.
RX IP fragments The number of IP fragméed packets received.
Collisions Number of collisionsthe network is too busy.

TX abort errors

TX carrier errors

TX heartbeat errors

TX window errors

The NIC layer reports this error. Should be zero.

Max TX buffers used

The highest value for th used transmit buffer count since the FieldServer
restarted. An extremely busy network may have a max of 7 or 8 but values this hi
unusual.

Tx buffers in use

Current transmit buffers in use.

Tx broadcast

The number of broadcast messages sent.

RX bytes

Number of bytes received by the API.

RX pkts total

Number of packets received by the API.

RX pkts for us

The number of received packets destined for transmission.

RX pkts NOT for us

The number of received packets destined for transmissiommednt for the API.

RX dropped

The number of received packets which were dropped for reasons such as the Et
gueue being full.

RX errors

RX length errors

RX overflow errors

RX crc errors

RXframe errors

RX frame errors

The NIC layer reports this error. Should be zero.

RX buffer full

RX ring buffer error

RX IP type Number of messages using IP protocol received.
RX ARP type Number of messages using ARP protocol received.

RX BACNET type

Number of messages using BACnet protocol receive

RX 802_3 type

Number of messages using 802_3 Ethernet protocol received.

RX UNKNOWN type

Number of messages using other Ethernet protocol received.

Frag buf overrun

IP defrag on the receive side. The buffer is (about 80kb) is full.

RX Broadcast

Number of packets received in broadcast.

Exception 1 The Ethernet packet type could not be identified
An Ethernet packet received (i.e. addressed to the FieldServer Ethernet addres
Exception 2 addressed to another IP addressither an Ethernet broachst was sent with a specif
IP address, or another device has an incorrect ARP table.
. A UDP packet of length >1500 was received which cannot be handled b
Exception 3 .
FieldServer.
Exception 4 The Ethernet TX interrupt handler was kick started.

RXglobal timeout

RX local timeout

This statisticis currently not used.

RX IP not for us

The number of received IP packets not meant for the FieldServer.

Max RX buffers used

The maximum number of receive buffers used since restart.

Rx buffers in use

Thenumber of receive buffers currently in use.
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55 N-Node Overview

Node number- type number to go to detall Every attempt is made to standardize the way
for that node, e.g. type 02 to navigate t{ | which drivers report stats but in some drive
RSGFIAET F2NJ G4KS Vv2RS unavoidable differences exist.

e Tx Msg Rx Msg Tx Char Rx Char Errors
A1- TKT_@1 a a a a a
82— MEB_Model 18 a 144 a 18

Displays the number of errors for a node. Occasional errors may indicate noisgsbutmay
indicate a systematic error. Refer to the FieldServer Troubleshooting Guide for more inform
This does not affect the operation of the FieldServer, drivers or communications to remote dey
|
tdzaAK GKS w 1S@& G2 asSid Frtt ailaffed thé
operation of the FieldServer, drivers or communication to remote devices.

Press the G key and type the node number to vi
the details for a particular node.

{R>ezet {Page Down> Mext Page <{Page Up> Previou
<nn> Goto Node OR <G>oto Node

eys:

Figure5.8 ¢ Node Overview Screen.

ESlCommand Prompt - ruinet To view next or previous
Settings node, use the arrow keys.
Node i1
Adapter . . . . . & & & 4 & 2 4 o= o= o= o= =

N1
Node _Name TKT @81 To view Next Aspect of the node deta
ode_ID . . . . . . 0 4 i 4 h e e e e e e 1

Protocol Toolkit_Pro

Pt use the spacebar.
Remote_IP_Address . . . . . . . . . .
Node _Type

Port

Readback_Option . . _ . . .
Retries

Preambhles

MAC_Address . . . . . - - . . AT . . . .
Phone_Humber
Sry_O0ffline_Method
Node_Off line_Response
Timeout . . . . . . .

Retry_Interval

Recousry Intorval To view more of the same aspect ug

Probation Delay 2. . . <. . . . :00. 998> the PgDn or PgUp keys.

<Ctrl+> Last —<Gtrle?> First <Gloto
Descriptor(sd (P {Pgll

Push the M key to see a filtered list of M3
Descriptors for the node currently bein
displayed.

Dn> Mext Page > Previous Page

Figure5.9 ¢ Node Overviewg Settings AspecPage 1

5.5.1 Node Overview Settings Aspect

Parameter Description

Node The current node being displayed out of the total.

Adapter The adapter name where a node is connected to an adapter.

Node_Name The node name specified in the CSV file.

Node ID The staton number or address of the node. The actual meaning is dependent on {
- driver and protocok; refer to the Driver Manual.

Protocol The protocol being used to update the data for that noRefer to the Driver Manual

IP_Address The IP address used Hyig node.

Remote IP_Address | The remote IP address used by this node
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Parameter Description

Specified in the configuration file as the PLC_T: nsult the driver manual for
Node_Type pecihed g _Typa

additional information.
Port Port number for a serial connection.

Readback_Option

After a write has been executed in a write through operation, the FieldServer
schedules the read Map Descriptor to poll again in order to immediately read back
RFEGE GKFEG é6Fa gNRGGSY ® ¢KS RSTFLF dz
'y R & 9&NIMBWSHpY5 I+ G £

Retries

Tells the driver how many times to retry a poll before considering the node to be
offline. The default is 3.

Preambles

Counts data bytes received before a valid message, but not forming part of a valig
message, e.g. a message fragime

MAC_Address

Qurrently this field is not usedt is intended to allow drivers to resolve an IP addres
by giving a MAC address.

Phone_Number

This field is intended for modem support. Currently disabled.

Srv_Offline_Method

The method used on the nedo decide if it is to be considered offline.

Node_Offline_responsg

The type of response th&erver side of the driver sends when it finds tBervemode
to be offline.

Timeout

The timeout specified for the node. ReferAppendix C.1

Retry_Interval

The amount of time in seconds that the driver should wait before retrying a poll aft
timeout has occurred

Recovery_Interval

The time in seconds after a node goeslofé before the driver tries to poll #ndevice
again.¢ default 30seconds.

Probation_Delay

The length of time communication needs to beagtablished for before an offline
Client node is marked eline again. Default 1 minute.

Network_Number

Network station number used on this node.

An alternate to specifying the IP address. Typically used when the user wants twi
nodes to talk to each other. When specified, the FieldServer sends out a broadca
with the server name and uses the reply to fill in the IP address for the noa. thé

Serve_Name reply has been received all polling for the node is disabled. The server name give
aK2dzZ R O2NNBalLRyR (2 GKS LI ANWPYIlYS &
settings.

This is used to distinguish between different nodes canee to the FieldServer when
. ' t[/ R2Sa y2i adzlJL2NI GKS ff20FGA2
Alias_Node_ID

different alias. Upstream devices poll the Alias_Node_ID and the FieldServer rou
the poll to the correct PLC which is polled using the Ndide

Ports_on_PLC

For hot standby operation. This field is used to control which port on a PLC to pol

5.5.2 Node Overview Status Aspect

Parameter Description

Node The current node being displayed

Node Status

For adient node. Online, offline, disabledr probation. Probation means that the node is
transition from offline to online. The node was offline, a poll has succeeded but the prob
timeout has not expired so the node has not been returned to online yef G KS y
client node tten it is reported as server.

Node Mode | Client or Server

Retry State | The state number of the node retry state enginéor FieldServer developers.
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Parameter Description

Used Retries| The total number of retries since staup

Recoveries | The number of times that the driver hgsne from offline to online.

This is an important indication if the driver appears not to be pollibgsplays yes or nolf a
al LJ 5SAONRLII2NI 6A0GK Fdzy OlAazy I alw{é 0o!0O
W@ SARS Map Descriptors are scheduled to occur when a node is still offline and are on
once. They are intended to establish a connection or to log into a remote device. No othe
Descriptors are polled until the ARS Map Descriptors complete Hiyrma

Active R/W
on Startup

5.5.3 Node Overview Operating Statistics Aspect

Node statistics are a rallp of all the statistics maintained by thdap Descriptos which belong to the node. For
example, if threeMap Descriptos belong to a single node, then each time a message is feereach Map
Descriptor the statistics for théMap Descriptoythe node and the connection are updated.

Parameter Description

Node The current node being displayed.
Client Read Msg sent
Client Read Msg recd
Client Write Msg sent
Client Write Msg recd
Client Passthru Msg sent
Client Passthru Msg recd
Client Broadcast msg
Client Bytes Sent

Client Bytes Recd
Server Msg recd

Server Msg sent

Server Bytes Sent
Server Bytes Recd
Cache Hits

Cache Misses

Cache Created

Cache Bumped

PEX Write thru

Server Response Max
Server Response Avg
Link Control

Messages Reconsitted
Unsupported Property
Unsolicited Messages Recd
Single Write

Single Item Read

Block Write

Block Read

Sequence Error

Data Object Startup
Expedite Read

Refer to Sectioh.4.1for a description. On this screen the statistic count app
to the node only.
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Parameter Description
Expedite Write

Fasttrack Read

Fasttrack Write

Fasttrack Overrun Read
Fastrack Overrun Write

Max Read Response Time
Min Read Response Time
Avg Read Response Time
Max Write Response Time
Min Write Response Time
Avg Write Response Time
Max Passthru Response Tin
Min Passthru Response Tim
Avg Passthru Responsin€
TCP Conn Lost

TCP Send Failed

'5.5.4 Node Overview Error Statistics Aspect

Parameter Description
Node The current node being displayed.
PEX No slave

Server Overruns
Server Hold Timeouts
Timeouts
Checksum Errors
Protocol Errors
Noise

Bad Length

Bad Node

Bad Function

No Start

PLC exception
NAK

Streaming
Premature
Preamble

IC Timeouts
Address Errors
Data Object offline
Node Offline

Msg Ignored

Sys Cleared
Squelch TX
Squelch RX
Segmentation Not Supported

Refer to Sectiorb.4.3for a description. On this seen the count applies to thq
node only.
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Parameter Description

Passthru Retries

Passthru Overruns

Passthru Early Retries
Passthru Normal Retries
Passthru Early Overruns
Passthru Normal Overruns
Passthru Early Overrun Fails
Passthru Normal Overrun Faij
PWT Expired

5.6 M ¢ Map DescriptorOverview

Type number to go to detail for that Map Descripto Every attempt is made to standardize the wsz
e.g. Type 02 to navigate to dettafor the Map in which drivers report stats but in som
5S&aO0ONRLIG2NI OFtf SR d&al LJ5| | drivers unavoidable differences exist.

scriptor Tx Mzg Rx M=g Tx Char Bx Char Errors
A1- Mapdescl a a a a a
82— Mapdezc? 24 a 192 5] 24

- —7

Displays the number of errors for a Map Descriptor.

Push the R key to set all stats for all Mg
5SAO0ONALII2NA G2 1 SN
operation of the FieldServer, drivers q
communications to remote devices.

devices

errors mayindicate noise but also may indicate a systematic ern
The FieldServer Troubleshooting Guide will tell you how
RAF3Iy2aS LINRo6fSYa gA0GK GKAA

operation of the FieldServer, drivers or communications to rem

: {R*eset {Page Down> Mext Page {Page Up> Previous Page
<nn?> Goto Map Descriptor OR <{G>oto Map Descriptor

Eommand Prompt - ruinet

This is the aspec

Map Descriptor 1711 name. ,- An aspect Is

Node_ID . . . . . . . o o i a e e .o 1 collection of related

Protocol . . . . . . . - - . . . . Toolkit_Pro . .

Map_Descriptor_Mame . . . . . . . SMD_PRO_G1 information.

User_Address 1

Length 28

glocEﬁTypeJq ........... ﬂnalﬂgj?pgi

ata_Array_MHame _ H

Data_Array Offset 5] TO view next or
Function . . . . . . . . . . & & & & . Server i

Scan_Interval 2 .888s previous Map
Data_Array_Low_Scale a i

Data_Avray High_8cale . . . . . . . . . . . 5] DeSCI’lEtOI’ use the
Node_Low_Scale a arrow kevs.

Node High Scale . . . . - . o . . . . . .. 8 _——1

To view more of the same aspect ug

To view Next Aspect of the node deta|, . . . the PgDn or PgUp keys.

use the spacebar.

f
Heys: {3 | <> Preuv {Ctrl+> Last <Gtrl+> First <{G>oto <{Pglp> Prev Page {r %
<

Space> Ne;i: Aspect <S>et Parameters D<{a>ta Array {N>node {PgDn> Hext Page

Figure5.11 ¢ Map DescriptorOverview¢ Settings Aspect
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5.6.1 Map DescriptorOverview- Settings Aspect

Parameter Description

Map Descriptor The current Map Descriptor being displayed out of the total

Node 1D The Node ID usedby this Map Descriptor when the driver builds read or wi
- messages..

Protocol The protocol used by this Map Descriptor.

Map_Descriptor_Namg Used to identify a Map Descriptor by name.

Allows a Map Descriptor to address remote device daitaa specific start memory
location.

Alows a Map Descriptor address a number of remote device data locations fror
start address.

Used by some drivers to indicate the data format used to pack a block of data
Block_ Type when reading a bldcof 4 bytes from a PLC and the Block_Type is Word, the incg
data will be interpreted as 2 words.

The name of the Data Array where information will be stored to and retrieved fron
the Map Descriptor.

The offset ito the Data Array where data should be stored on reads or retrieved f
on writes.

The Map Descriptor function can be mainly read or write with a number of variatio
each. Refer to the FieldServ@onfiguratiorManual for other functions.

When using continuous Map Descriptor functions such as RDBC, this is the time
Descriptor will wait before polling for data again.

User_Address

Length

Data_Array_Name

Data_Array_Offset

Function

San_Interval

Data_Array_Low_Scalj
Data_Array_High_Scal
Node_Low_Scale
Node_High_Scale

Used in the scaling of data values before storing them or before sending them &
messages. Consult the Driver manual to determine whether the driver sup
scaling.

Used to specify engineering units to interpret data if used. Will display a dash

Units used.

Network Used by some drivers as a network number.

Sector Used by some drivers as a sector number for rack addressing.
Panel Used by some drivers as a panel number for rack addressing.
Card Used by some drivers as a card number for rack addressing.

5.6.2 Map Desciptor Overviewg Status Aspect

Parameter Description

Map Descriptor | The current Map Descriptor being displayed out of the total.

Value of scan timer used by driver for this Map Descriptor. This is for debugging pu
only and has no spéic meaning.

Scan Timer

5.6.3 Map DescriptorOverview- Operating Statistics Aspect

Parameter Description

Map Descriptor The current Map Descriptor being displayed out of the total

Client Read Msg sent

Client Read Msg recd Refer to Sectiorb.4.1 for a description. On this screen the statistic col
Client Write Msg sent applies to the Map Descriptor only.

Client Write Msg recd
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Parameter

Description

Client Passthru Msg sent

Client Passthru Msg recd

Client Broadcast msg

Client BytesSent

Client Bytes Recd

Server Msg recd

Server Msg sent

Server Bytes Sent

Server Bytes Recd

Cache Hits

Cache Misses

Cache Created

Cache Bumped

PEX Write thru

Server Response Max

Server Response Avg

Link Control

Messages &onstructed

Unsupported Property

Unsolicited Messages Recd

Single Write

Single Item Read

Block Write

Block Read

Sequence Error

Data Object Startup

Expedite Read

Expedite Write

Fasttrack Read

Fasttrack Write

Fasttrack Overrun Read

Fasttrack Overrun Write

Max Read Response Time

Min Read Response Time

Avg Read Response Time

Max Write Response Time

Min Write Response Time

Avg Write Response Time

Max Passthru Response Time

Min Passthru Response Time

Avg Passthru Rpense Time

TCP Conn lost

TCP Send Failed
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5.6.4 Map DescriptorOverview- Error Statistics Aspect

Parameter

Description

Map Descriptor

The current Map Descriptor being displayed out of the total number of N
Descriptors.

PEX No slave

Server Overruns

Server Hold Timeouts

Timeouts

Checksum Errors

Protocol Errors

Noise

Bad Length

Bad Mde

Bad Function

No Start

PLC exception

NAK

Streaming

Premature

Preamble

IC Timeouts

Address Errors

Data Obiject offline

Node Offline

Msg Ignored

Sys Cleared

Squelch TX

Squelch RX

Segmentation Not Supported

Passthru Retrie

Passthru Overruns

Passthru Early Retries

Passthru Normal Retries

Passthru Early Overruns

Passthru Normal Overruns

Passthru Early Overruns Fails

Passthru Normal Overruns Fal

PWT Expired

Refer to Sectiorb.4.3 for a description. On this screen the statistic col
applies to the Map Descriptor only.
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5.7 Ac¢ Data Array Overview

Type number to go to detail for that array.
E.g. Type 02 to navigate to detail for array DA_AI_02

Fcommand Pro

ata Format Length Data Age Time elapsed since an
87 DA A1 02 Uincie 50 32 8ees element of array was
- _ nt H 5
@3- DA_AI_@3 UInt1i6 2@ 3:35.865s last updated.
@4- D Al_@4 Float 2@ 3:25.880s
A%— DA_AI_@A5 Bit 28 3:25.8%94= —
@7 DA A1 07 UIntiE 58 33209735
- _ n H - g i I
33_ ng;'}—gg ”11:'11:16 %S 3:53'3333 If the list is lmger than one
- | oat H - 5
18- DA_AI_1@ Bit 20 3:25.975¢ page use PgDn/Up keys.
11- DA_AI i1 NGt 23\3:25.9933 /
Format used when - ESC key returns you t
accessing data in thq | Number of elements in the main menu.
Data Array. the Data Array.

: {Rreszet <Page Doun> Next Page <Page Up}> Previous Page

<nn} Goto Data Arra OR <G>oto Data Arra

Figure5.12 ¢ Data Array Overview Screen

‘5.7.1 Data Array Detail Screen

Time elapsed since an

Data Array element of the Data Arra .
Data_fArray_MName i
Data hreay Length | was last updated (nof Data Array glues. This is rea
Data format:  UlIntif necessarily changed) time data.
Bytes Per Item: 2 y g
Data age 4:13_464s
Oldest 4:13.118=s
a: a a a a a a
18: ] a a a a a 5] a a
To change a value press M, type the element off
Maximum time elapsed since an number, press the space bar, type the new value 3
Data Array element was updated. press Enter. e.g. Type the following to change the v3
of the 2 element (index=1) to 99. M 1 99 <Enter>

Keys: <{3+¢> NextsPreuv <Ctrl+&+> LastsFirst <PgDnlp> More
{H>ex <{D>ec <{U>nsigned Fl<{o>at Bl{y>te {Blinary {3, isizc

asoto <ESC>
{+—>» Offset

. To see the rest of the Data Arrayeus
Figures.13 the PgUp/ PgDn keys.

To change the display format use the H, D, U, o, y, B, S keys. Not all data values can be con
other display formats.

5.8 Lg¢ Message Log
This screen shows normal informational type messages from the opestsigm

Error! Objects cannot be created from editing field codes.

Figure5.14

Other messages; non critical but may

FieldServer Technologiel991 Tarob Court Milpitas, California% assist in troubleshooting.
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5.9 Ec¢Error Messages

The error screen will show error messages printed by the FieldServer kernel which sboulaliyy have a SDO
meaning. Driver messages for older drivers (pre 2003) also send their messages to the ETdoeesmor screen

is a circular buffer which can hold a limited number of lines of information. Once full, as each new line is added to
the bottom of the buffer, the top line is removed.

Error! Objects cannot be created from editing field codes.

Figure5.15

EED0S - v-\utility\ruinet

System Errors cause the FieldServer to turn on

L TBB5 Suston—s 763982 bytoc sut of 3454956 d he Field f |
ystem— ytes out o ree on .

2 TPB> System—> WARNING : SPACE ON FLASH DEVICE 1S LO red SYS LED on the FieldServer front panel

3 185> API-> U1.810<B> TIMER ¢ 1 ns > Please report all system errors to FieldSer

4 TB5> Startup at Thu Dec 12 15:29:18 2082 i

5 T@E5> SLOTAPI-> Inualid slots.ini file detected. Technologies.

B35 e e e i ioste T 1D Turn the LED off by clearing thes&een with the R

8 T99> key

9 T99> :

18 T99> =====» Sentry Emulation 1.08aM

11 TE5> System Owerrun : 2327 I

21 oot f s R2SayQ :
POCESS1N o

13 Ta23 Frocessini To clear the error screen pushthe R ket KAa R2SayQu | +FS

15 Te2> UEB:#58 F] FieldServer, drivers or communications to remote devices.
i6 TH2> WEB:#42 F

Driver Messages(older driversy informational only, but may assist i

: ¢{R>eset Display {U>ersion trOUbleShOOtmg-
<Page Down> Hext Page <«Page

i
To see more push the PgD

5.10 F¢ Driver Messages
Informational type messages from protocol drivers, eg. Modbus or BACnet are printed on this screen.

Error! Objects cannot be created from editing field codes.
Figure5.17

5.11 C¢ Combined Log

All messages from the E, F and L screens are displayed on this screen

Error! Objects cannot be created from editing field codes.

Figure5.18
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5.12 D ¢ Download Configuration to FieBerver

Eommand Prompt - ruinet

Toolkit Pro Server

— FieldServer Information Press D to enter the fild
Connection Overview download screen. Downloag
Node Ouverview

Eag Dgscripgor Overuvieu means to transfer a file from you
ata Array Ouerview .
PC to the FieldServer.

— Bystem Errors
— Driver Messages

— Download Configuration to FieldSevrver
— Upload Configuration from FieldServer

— Change IP Address
Change UI Display Mode
— Restart FieldServer

B
0
N
H
A
E
F
D
u

-
|

Keys: Type Appropriate Key for Selection

<Qruit <=+> Mext <+«» Preuv <Ctrls> Last <Ctrle> First <n> Goto

Figure5.19
L - Local ¢ PG > Filename t:“driverssintiserver.csv
R — Remote ¢ FieldServer » Filename config.csu

D — Dounload
Path names are allowed when you type

the local file name. Path names are not
allowed when you type in the remote filg
name.

Update firmware.

Push the F key and the fil
fserver.img will be |
downloaded from the
config folder.

4SS GKS h 18e G2 SyroftS (K;

When enabled you can download files other than .csv to
FieldServer. Please exercise caution with this option.

Downtwan

Keys: Type ApproVriate Key for Selection
Update <FXirmware Enable {0 ther Files

Figure5.20

5.12.1Procedure for Downloading a File from a PC to a FieldServer
1 From the main menu select 56 go to the download screen.

1 Secify the local file name by selecting[, #/pe the file name and presEnter>

1 If the remote filename is incorrect, seletw gype the file name and pressEnter>.
il

Begin the download by selectiig5 ¢ ®
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5.13 U - Upload Configuration from FieldServer

Eommand Prompt - ruinet

Toolkit Pro Server
— FieldServer Information

Connection Querview
Mode Oueruview

HMap Descriptor Overview
Data Array Ouerview

— Driver Messages

— Dounload Configuration to FieldServer screen.
— Upload Configuration from FieldServer Up|0ad means to transfer a file fron
- Change IP Address the FieldServer to a PC.

— Change Ul Display Mode
— Restart FieldServer

B
1]
N
H
f
E Z Susten Errors Press U to enter the file uploa
D
u
1
K
H

Keys: Type Appropriate Key for Selection

<Qruit <=+> Mext <+«» Preuv <Ctrls> Last <Ctrle> First <n> Goto

Figue 5.21

R — Remote ¢ FieldServer > Filename config.csw
L — Local ¢ PC > Filename config.csv
U — Upload

rasS GKS h 1Se& G2 SyloftS (K|
When enabled you can upload files other than .csv from
FieldServer. Please exercise caution with this option.

Key for Selection

Type Approgiiate
and Download

1]

Keys:
Enable {0>ther Files

Figure5.22

5.13.1Procedure to Upload a File from a FieldServer to a PC

1 From the main menu, seledt | t6 go to the Upload screen.

Selecth w type in theremote file name (File on the FieldServer) and preSster>
If the local file name is incorrect, select, t/pe the name and pressEnter>.

Begin the upload by pressing; ¢ @

=A =4 =4 =4

When the upload is completed, the uploaded file may be opened with one didfeel editors. Note that the
editors are not supplied with RuiNet and must be loaded on your machine to work effectively.

1 SeeAppendix B.2.1@r more information
5.14 | - Change IP Address

From the main menu, prest Liccenter the Edit IP Address Settings menu.
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5.14.1t N2 OSRdzNS (2 / KFy3aS | CASt R{SNWXWSNQa Lt R
1 Pressa mté modify the IP address of the N1 Ethernet adapterdoc t6 modify the IP address of the N2
Ethernet adapter (if available on the FieldServer).
1 Typein a new IP address in the format 192.168 2 press<Enter>.
1 If necessary, pressHaf & Tahd change the netmask.
1 Restart the FieldServer.
Ex]Command Prompt - ruinet
1 — N1 IP Address 192.168.8.252
2 — M1 Hetmask 255.255.255.09
3 — N1 Gateway 1 192.168.8.1
4 — N1 DHCPF Client State DISABLED
5 — H1 DHCP Server State DISABLED
6 — N2 IP Address 192.168.8.251
7 — N2 Netmask 255.255.255.8
8 — M2 Gateway 1 192.168.A.1
9 — N2 DHCP Client State DISABLED
A — N2 DHCP Server Stat
Press one of the keys from 1 to A to change various IP add
settings.
NOTE: If the IP address screen does not have 10 entries
the ones shown here, then the IP address cannot be chan
from this screen and RuiBoot must be used
;Keys: Type Appropriate Key for Selection
Figure5.23
Common IP address ranges and netmasks:
Class A IP (1.0.0.1 to 126.255.255.254), Netmask (255.0.0.0)
Class B IP (128.0.0.1 to 191.255.255.254), Netmask (255.255.0.0)
Class G IP (192.0.0.1 to 223.255.255.254), Netmask (255.255.255.0)
Do not use broadcast IP address ending on 255. This IP adklresgerved as a target IP address when a device
wants to send a message to all other devices on the network.
5.14.2 Obtain the IP address using the DHCP Client
The FieldServer can obtain its IP address from a DHCP Server using thied@P ClientThe nets 2 NJ Qa 51 / t

Server must be setup correctly for this to work. Please contact your network administrator for assistance.

1 Enable the DHCP Client on Ethernet port N1 and/or N2 by pressmg & ¢ €

f  Pressi , <Enter>to enable ord 9 &de&cape.d b Wil disable the DHCP client

1 Press any key to continue and escape back to the main menu. éPressestart the FieldServer

1 Pressa v tavice to quit from RuiNet and the discovery screen

1 Run RuiNet again to connect to the FieldServer

If the FieldServer cannot ctact a DHCP Server, the FieldServer will use the last good IP address it was configured
with.

- ¢ A& | ydzyo SNJ dfikFieldSeiver 4 LISOATAO (2 F &LIS
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5143h oG AY GKS Lt F

RRNXS & a

dZiAy3d GKS CASER{SNUSN

The FieldServer can be used as a DHCP Server to allocate an IP address to a PC or Laptop thabyasewant t

connect with RuiNet to the FieldServer.

1 Enable the DHCP Server on Ethernet port N1 and / or N2 by présgsiaga ! €

f  Pressi , <Enter>to enable ord 9 &descape.d b will disable the DHCServer

1 Press any key to continue and escape badkéomain menu. PressHgrestart the FieldServer

When connecting a PC or Lapttupthe FieldServer on port N1 or Ni2e sure to enable the DHCP Client function

on the PC or Laptop. The following scréek 2 i FTNRBY GKS DbSiég2N] WRIWsKXPBRG 2y Qa L
aK2ga (GKS ¢/tklLt aStdiday3aa ySSRSR (2 SyloftS GKS t/Qa 51
s E ﬂ Internet Protocol (TCP/IP) Properties

General | Authentication || Advanced

Connect using:

EHS Intel[R] PROA00YWE Metwork Conne

This connection uses the following ikers:
S WwLink MetBIOS

T MWW Link, IF/SPMetBIOS Compatible Transport Prot
" Internet Protocal [TCRAP)

L

4

Description

Tranzmizzion Contral Pratocal/lnternet Protacal. The default
wide area network, protocol that provides communication
acros: diverse interconnected networks.

Show icon in notification area when connected
Maotify me when this connection hag limited or no connectivity

Figure5.24

General | Alernate Configuration

Y'ou can get [P settings aszigned automatically if your network supports
thiz capability. Otherwize, vou need to azk your netwaork, administrator for
the appropriate [P settings.

() Obtain an IP address automatically
(") Use the fallowing IP address:

(%) Obtain DNS server address automatically

U ze the following DMS server addresses:

Select TCP/IPand
then properties

H Cancel ]

l

0K

Simply restart the PC while connected to the FieldServer and it will obtain an IP addresisereimldServer.

NOTE:Some implementations of the Microsoft DHCP Client will not use an IP address lease offered by the
FieldServer until its previous lease has been released. The way to release and renew a lease on a PC is to open a
command prompt windas and use the following commands (syntax may be different on Windows other than XP):

ipconfig /release *
ipconfig /renew *

The FieldServer checks every few minutes for the existence of other DHCP Servers and will disable itself if any are
detected. A mesge on the RuiNet E screen will indicate when the DHCP Server has been disabled.
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5.15 K- Change Ul Display Mode

Eommand Promp

0 — Novice Mode
N — Mormal Mode
E — Expert Mode

Press O, N or E to change to th
indicated User Interface Displal
mode.

Keys: Type Appropriate Key for Selection

Figure5.25

The Expert Mode allows viewing of the different FieldServer tiers. Novice and Noodakpreventviewing the
FieldServer tiers.

A tier is a virtual FieldServer a software construction on which the various drivers are executed. Most
F LILX AOFGA2ya 2yfté dzasS 2yS GASNI 0Ottt SR G¢ASNKhpet 2N ac¢
configurations use multiple tiers.

When Ruinet connects to a FieldServer it will always connect to the Pex Tier (Tier 2). The arrow keys allow the user
to change tier but only if in the expert mode. If not in expert mode then the arrow keys hagfeaut.

ommand Prompt - ruinet

Tier
Settings
2

Tier .
EieldSeruer_Hame ........... . The arrow keys change tier

IF ndd fe.0. . :
Ni . Some Ruinet - i Eggz\gd)ed ya are in expert

screens tell ou .
. - Y The arrow keys change the tig

which tier is being 4 .

; when you are on the main ment

psthipispegly viewed. In this

—ime_ . and on the B Screen.
Cache Size NSV OMRICIENL - - - - -

System_Mode_ . .
:etugrk_gﬂmlﬂ or the Pex tier is
ot_Standby_| . . b
jiaeeg e Deing viewed.
cac}IE_Hap_ﬂesux'J.pl.ur_al.;r.ul_l||| >
Hot_Standby_Designation s, . . . . . .
Hot_Standby_Pair_Name

NOTENormal and Expert modes are intended for the use of FieldServer personnel only. They provide no improved
application functionality, and the added functions in these modes are neither documented, nor supported by
FieldServer Technical frort. Consequently, it is strongly advised that these modes are not enabled.
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5.16 Restart FieldServer

Eommand Prompt - ruinet

Toolkit Pro Server
B — FieldServer Information

Connection Querview
Mode Oueruview

HMap Descriptor Overview
Data Array Ouerview

System Errors
— Driver Messages

— Download Configuration to FieldSevrver
— Upload Configuration from FieldSeru .

Push the ! key to restart the FieldServer. All stats ¢
— Change IP Address

Change UI Display Mode message screens will be cleared and connections
— Restart FieldServer .
remote devices closed.

== mm IIETo
|

-
|

Keys: Type Appropriate Key for Selection

<Qruit <=+> Mext <+«» Preuv <Ctrls> Last <Ctrle> First <n> Goto

Figure5.26

RuiNet will display the main interactive menu again after the FieldServer has restarted.
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6 SERIAIAND SNAPSHOT CAPTURHELITYRUIDEBU®B

The notes that follow document the use BluiDebugn advanced mode when taking logs from a command line
prompt. For standard operation, access these utilities via the Start Menu in Windows, i.e.:

Start|Programs|keldServer Utilities| Tools|Snapshot (for taking snapshots) OR
Start|Programs|FieldServer Utilities| Tools|Serial Capture (for taking a serial capture log)
Refer also tAppendix B.3

6.1 Log a Serial Port

t 2Nl & twm X R2canlby IBgges.mUsing/iRtesiDebugo record timing information and to record
the log in ASCII formatThe logs produced by these command lines will record the bytes sent and received in
hexadecimal formatFieldServer tech Support is able towert these logs to ASCII.

RuiDebugqzp8t] {8 is the port being logged
RuiDebuggzri][t] Ql is the port being |Oggea

1 Allow some time to pass (typically 10 minutes), or, if taking a log to diagnose a problem theg adm®mn a
specific event occurgenerate that event and wait.

¢ 'asS KS WWwoDepge (2 |jdzd
1 Usea text editorto open thefollowing files and check that a log was recorded.

1 Browse through thékuiDebug.lodile and chek that that a snapshot was recorded. A snhapshot always begins
with lines similar to the following.

FieldServer Snapshot ati Rrov 22 10:07:22 2002

1 Browse through theom xx.log (xx is the porbeing loggedfor P3 the file name will be com_p3.lod)e and
check that a log was recorded. The log always begins with lines similar to the following.

PORT_LOGGING started on Wedd®ah4:03:54 2002

1 Emalil all the log files andthe FieldServer configuration file (CSV file) to FieldServer Technical Sugjport
necessarycompresghe log filesusing a ZI®tility.

6.2 Monitor a FieldServer

Initiate RuiDebugnd select the required Field&er from the list on the screen.
Ensure that monitoring continues for sufficient time to generate the incident.
rasS 0KS WwvQ 1Se G2 |ljdzAd

Usea text editorto open the following file and check that a log was recorded.

=A =_ =4 =4 =4

Browse through th&kuiDebug.lodile and chek that that a snapshot was recorded. A snapshot always begins
with lines similar to the following.

FieldServer Snapshot at Fri Nov 22 10:07:22 2002

1 Email all the log files anthe FieldServer configuration file (CSV file) to FieldServer TeclBuggdort. If
necessary, compress the log files using a JilRy.
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7 FST_DIAG

Before using thidtility, please make sure of the following conditions:

1 Thecomputer is on the same subnet as the FieldServer. Refer to Enoteo@(Ré flash drive.

1 The compter is onnecked directly to the same network as the FieldServemt through a VPN or other
remote networking software.

91 All Ethernet cards on the computdrave been deactivated For laptops especially, ensure that separate
wireless Ethernet cards are detévated.

1 Antivirus software is not preventing the NIC card from operating properly.

If there are Ethernet protocols (such as BACnet_IP, Ethernet IP, Modbus_TCP) running on the computer it is
advisable to capture an Ethernet log too. This process is moihaated. Sart the Ethernet log beforgressing
WeIl 1S [23Q YR SytReniess&gddd 2SS NIBYR [ 23 QldFah SwldsB dNiveli 2 9y 20 S

7.1 Using the FST_Diag
Step 1:Select a Field Server lddkess.

The IP address nde entered manally or selected using the Utility

Menu
sk s ﬂpe in the FieldServer IP address
I Select a Field Server IP addre

- Driver from the drop-down menu

Long Leg

=
Press here to show a list of IP addresse
E @ake Log button.

1. GetFs IP addréI/ZTake log | 3. Send |M
Send log to FieldServer.
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