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1 BACNET IP DESCRIRNIO

The BACnétP driver allows the FieRerverto transfer data to and from devices over Ethernet using BAMRet
protocol. The Fiel&ervercan emulate gher aServeror Client

All information in a BACnet system is represented in terms of objelhte Object_ldentifier is a 3&t code that
identifies the type of Object (also identified by the Object Type Property) and its "Instance" nuwitieh
together uniquely identify the Object within its BACnet device. TheoreticalBACnet device could have over four
million Objects of a particular type. The Object Name is a text stvijch has a unique capability. BACnet
devices may broadcast queries fdevices that contain Objects with a specific Object_Name. This can greatly
simplify project setup.

BACnet requires one Device Object to be present in every BACnet device. The Device Object makes information
about the device and its capabilities availabdeather devices on the networks. Befora@BACnet device starts
controlrelated communications with anotheit needs to obtain some of the information presented by the other
device's Device ObjectUnlike other Objectsthe Device Object's Instance nusbmust be unique across the

entire BACnet internetwork because it is used to uniquely identify the BACnet devices. It may be used to
conveniently identify the BACnet device from other devices during installation.

Standard object types are used to hold réiene data and other information. Each Object Type is referenced by a
number, for example O represents afnaloginput.

Each Obiject consists of a number of prescribed properties main property being the Present Value. Objects
are monitored and comblled through their properties.The Analog Input Object is representative of the Objects
involved directly with control elements and many of its Properties reflect this.

The information that follows describes how to expand upon the factory defaultsgedvin the configuration files
included with the FieldServer.

1.1 BTL Mark; BACnet Testing Laboratory

The BTL mark is a symbol that indicates to a consumer that a product has passed a
series of rigorous tests conducted by an independent laboratory whicliagthat the
product correctly implements the BACnet features claimed in the listing. The mark is a
symbol of a higkguality BACnet product. For more information about the BACnet
Testing Laboratory go tdittp://www.bacnetinternational.net/btl/.
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2 DRIVER SCOPE OF SIUPP

2.1 Supplied by Fiel8erverTechnologies for this driver

FieldServerTechnologie®ART # Description
FS891510 UTP cable (7 foot) for Ethernet connectig

2.2 Provided by the Supplier & Party Equipment

2.2.1 Hardware

Part #| Description
Ethernet 10/100 BaseT hait

! This cable is necessary for connection te tiver. It is shipped with the FieldServer and not separately with the driver.
% Not all FieldServer models support 100BaseT. Consult the appropriate instruction manual for details of the Ethernepppetedi sy
specific hardware.
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3 HARDWARE CONNECTIONS

It is possible to connect a BACnet/IP device using the N1 or Hendtwork ports. These ports need to be
configured for BACnet/IP in the configuratiorefil

Configure theControllerr OO2 NRAY 3 (2 YI ydzFl OGdzNENR&a AyadaNuzOGAzya

I

Remote BACnet IP
Device

Hub/Router

FieldServer Part #
8915-10
UTP cable

Connect to an Ethernet Port
on the FieldServer

FieldServer ETII

% Not all ports Bown are necessariigvailable orthe hardware. Consult the appropriate Instruction manual for details of the ports available on
specific hardware.
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4 DATA ARRAY PARAMETBER

5FdF ' NNI&a NB aLINRG202f ySdziNIfté¢ RFEGF 0dzZFFSNR FT2N) ai:
to declare the dta format of each of the Data Arrays to facilitate correct storage of the relevant data.
Section Title
Data_Arrays
Column Title Function Legal Values
Up to 15 alphanumerig
Data_Array_Name | Provide name for Data Array P P
characters
Provde data format. Each Data Array can only take on g Float Bit, Uint16, Uint32
Data_Array_Forma . .
- - format. Sint16 Sint32 Byte

Number of Data Objects. Must be larger than the d
Data_Array_Length storage area required by the Map Descriptors for data pla| 1-10, 000
in this aray.

Example

/[ Data Arrays

Data_Arrays
Data_Array_Name , Data_Array Formai , Data_Array_Length

DA_Al_01 , Float , 200
DA_AO_01 , Float , 200
DA DI 01 , Bit , 200
DA_DO_01 , Bit , 200
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5 CONFIGURING THE BMEERVERS A BACNEPLCLIENT

For a detailed discussion on Figktverconfiguration please refer to the FielerverConfiguration Manual.The
information that follows describes how to expand upon the factory defaults provided in the configuration files

included with the FilelServerd { S S

addagé

& YLX SeldseivénS a

LIN2E GARSR 6AGK GKS

This section documents and describes the parameters necessary for configuring ti&eRiettb communicate
with a BACnétP Server

The configuration file tells the FieldServer aboutriteifaces and the routing of data required. In order to enable
the FieldServer for BACnet/IP communicatiahg driver independent FieldServer buffers need to be declared in

0KS
Iy R

asl
dKS RIFGF

i

on how to do this can be found below.

I, tNe\dlesiird@tion devic® addresses need to be decldred
NBIlj dzZA NBR FTNRY

iKS

iKS
{ SNIS N&

al tASY,
ySSRa {2

{ARS b;
0SS YI L

Note that in the tables* indicates an optional parametewith the bold legal value being the default.

5.1 ClientSide ConnectioiParametes

Section Title
Connection
Column Title Function Legal Values
Adapter Adapter Name N1 N2
Protocol Specify protocol used BACnet_IP
Poll_Delay* Time between internal polls 0-32000s0.25s
P Port Specify the UDP port that will be used to communic{ Any legal IP port value (165535);
- with other BACneClientdevices. 47808
Example

Connections
Adapter
N1

/I ClientSide Connections

, Protocol , Poll_Delay
, Bacnet_IP ,0500s

“ Consult the appropriate Instruction manual for details of the ports available on specific hardware.
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5.2 ClientSide NodeParametes

Section Title
Nodes
Column Title| Function Legal Values
Node_Name| Provide name foNode Up to 32 alphanumeric characte
Node_ID BACnetevice identifer of physicaServeNode | 0-4194303
Protocol Specify protocbused BACnet_IP
Adapter Specify port Adapter used N1 N2
Retrieg Number of timeouts before the Node goes offlin 0,1,23
Example

/I Client Side Nodes

Nodes

DEV01 1

Node_Name , Node_ID , Praocol

, Retries
, 2

, Adapter
, Bacnet_IP , N1,

5.3 ClientSideMap DescriptorParameters

| 5.3.1 FieldServerSpecificMap DescriptorParameters

Section Title
Map Descriptos
Column Title Function Legal Values
. Name of this Map Desiptor. This is used fo| U to 32  alphanumeriq
Map_Descriptor_Namég . P P . P P
Object_Name Property. Refer &ppendix A.1 characters

Data_Array_Name

Name ofData Arraywhere data is to be stored i
the Fiel&erver

One of the Data Array names
from Sectim 4.

Data_Array_Offset

Starting location irData Array

0 to (Data_Array_ Length) as
specified in Sectiod

Function

Function ofClient Map Descriptor Refer to the
FieldServer Configuration maalu for more
information.

Rdbc, Wrbc, Wrbx, Arcs
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5.3.2 Driver SpecificMap DescriptorParameters

(Alias = Data_Type)

information.

Section Title

Map Descriptos

Column Title Function Legal Values

Node_Name Name of remote Server Node. One” Of. thg Node_fames
specified inSection5.2

Object Type Type of object.Refer toAppendix D.Xor more | Al, AQ AV, Bl, BQ BV, MI, MO,

MV, NC

Object_hstance
(Alias = Address)

Instance of the object on the device.

0,1, 2,3, X4194303

Property

The BACnet property to be read

Refer toAppendix D.3

Data_Array_Low_Scale*

Scaling zero in Data Array

-32767 to 327670

Data_Array_High_Scale*

Scaling max in Data Array

-32767 to 32767100

Node_Low_Scale*

Scaling zero in Connected Node

-32767 to 327670

Node_ High_Scale*

Scaling max in Connected Node

-32767 to 32767100

Length*

Used to create an array of sequenti
Object_Instances on an Object_Type.

1 to max point count of theg
FieldServerl

Array_Index*

When referencing Multistatgoroperties allows
the user to specify the index of the property
be read. If 1 is specifiedhe first one will be
read, if 2 is speciéd, the second will be read
etc. If 0 is specifiedthe driver will réurn the
total number (count) ofarray itemslinked to
the property. If the parameter isnot specified
a list ofall items will be returned. Refer to
Appendix A.3

0 to max number of array item
in the BACneProperty; -

Write_Priority*

Allows the driver to specify the write priorit
used to write an output.

1..16,16

Linked_Map_Descriptors

This parameter allows the linking of Mg
Descriptors to an active read or write Mg
Descriptor in  order to construct
ReadPropertyMltiple or WritePropertyMultiple
transaction. Refer té\ppendix A.10

The name of a previously defing
active Map Descriptor,

Length*

When the optional Length parameter is set to
value N, the Map Descriptor will include
consecutive instances of the specifi
Object Type. For example, if a Map Descrip
specifiesObject_Type Address 4 and Length
this means that the AO instances 4, 5 and 6
be included in the read or write transaction. T
corresponding Data Arrayvalues are in
consecutive positions in the Data Array, starti

at the specified Data_Array_Offset.

Any positive integer that fall
between the range of thg
Data_Array_Offset and th
Data_Array_Length as specifi¢
in section4, -

Refer also tAAppendix A.10
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5.3.3 Timing Parameters

Section Title

Map Descriptos

Column Title Function Legal Valueg
Scan_Interval | Rate at which data is polle{ 0-32000s2s
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5.3.4 Map DescriptorExample

/I ClientSideMap Descriptos

Map_Descriptors

Map_Descriptor_Nam: , Data_Array_Nam: , Data_Array_Offse , Function , Node Name , Object_Type , Object Instance , Property , Scan_lInterva
CMD_AI_01 ,DA_Al_01 ,0 ,Rdbc  ,DEVO01 LAl 1 , Present_Value , 20.000s
CMD_AI_02 ,DA_Al 01 1 , Rdbc ,DEV 01 Al 2 , Present_Value , 20.000s
CMD_AI_03 ,DA_Al 01 , 2 , Rdbc ,DEV 01 Al , 3 , Present_Value , 20.000s
CMD_AO_01 ,DA_AO 01 ,0 , Rdbc ,DEV 01 ,AO 1 , Present_Value , 30.000s
CMD_AO_02 ,DA AO_01 1 ,Rdbc  ,DEV01 ,AO 2 , Present_Value , 30.000s
CMD_AO_03 ,DA_AO 01 , 2 , Rdbc ,DEV 01 ,AO .3 , Present_Value , 30.000s
Map_Descriptors

Map_Descripto_Name , Data_Array_Nam: , Data_Array_Offse , Function , Node_Name , Object Type , Object Instance , Property , Scan_lInterva
CMD_DI_01 ,DA_DI_01 ,0 , Rdbc ,DEV 01 , Bl 1 , Present_Value , 15.000s
CMD_DI_02 ,DA_DI_01 1 ,Rdbc  ,DEV01 , Bl .2 , Present_Value , 15.000s
CMD_DI_03 ,DA_DI_01 , 2 , Rdbc ,DEV 01 , Bl ,3 , Present_Value , 15.000s
CMD_DO 01 ,DA_DO 01 ,0 ,Rdbc  ,DEV01 , BO 1 , Present_Value , 30.000s
CMD_DO_02 ,DA_DO 01 1 ,Rdbc  ,DEV01 , BO ,2 , Present_Value , 30.000s
CMD_DO_03 ,DA DO _01 , 2 , Rdbc ,DEV 01 ,BO 3 , Present_Value , 30.000s
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6 CONFIGURING THE MEERVERS A BACNET BERVER

For a detailed discussion on Figktverconfiguration please refer to the FielerverConfiguration Manual.The
information that follows describes how to expand upon the factory defaultsvigied in the configuration files
included with the FielServerd { SS & dptvddd witlFthefFigldServer

This section documents and describes the parameters necessary for configuring ti&eRiettb communicate
with a BACnétP Client

The coniguration file tells the Fieerverabout its interfacesand the routing of data required. In order to enable

the Fieldserverfor BACnetlP communicationghe driver independent FielServerbuffers need to be declared in

0 K BatadArrag ¢ & SR HdldBefverdA Nlidzk £ y2RS6a0 ySSewae{ §RS0B82RS®E I BRI
and the data to be provided to th€lienfi Yy SSRa& (2 0 SSewdrSidedaR Desofiptod K SE 800G A2y @
Details on how to do this can be found below.

Note that in thetables * indicates an optional parametewith the bold legal value being the default.

6.1 Driver Specific FieldServer Parameters

Section Title
Bridge
Column Title Function Legal Values
Title FieldServer name Text
Speify a unique networknumber if there are multiple virtual Serve
Network_Number+| P& 9 _ P 1¢ 655355
Nodes. Refer téppendix A.2
Example

/I FieldServer Driver specific paramete

Bridge
Title
BACneServer
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6.2 ServerSide ConnectiofParametes

Section Tie
Connections
Column Title Function Legal Values
Adapter Adapter Name N1 N2°
Protocol Specify protocol used BACnet_IP
. Specify if this Connection should act as a BB3&Dseron the
Connection_T . . . BBMD -
lon_Type network. Refer toAppendix A.5or more information. D
IP Port Specify the UDP port that will be used to communicate W Any legal IP port value (
- other BACneClientdevices. -65535);47808
Example

/I ServerSide Connections

Connections
Adapter , Protoml , Connection_Type
N1 , Bacnet_IP , BBMD

6.3 ServerSide NodeParametes

Section Title
Nodes
Column Title Function Legal Values
Up to 32
Node_Name Provide name foNode alphanumeric
characters
Node_ID BACnet station address of physical Server node 0-4194303
Protocol Specify protocol used BACnet_IP
. Enable or disable COV for this Node. RefeAppendix A.8or | COV_Enable
Node_Optiori . . :
further information. COV_Disable
Node_Type* Specific to Tra|.1e applications. Thedd type can be defined BCU, . Summi
Refer toAppendix C.2 Workstation -
Certain BACnet Services can be disabled on a BACnet Servel
Disabled_Servicgs| when specific requirements necessitate this. ReferAmpendix| -, WPM, COV
A.12for more information.
Up to 32
Model_Name* Sets the Model Name Property of the Device Object alphanumeric
characters

5 Notall ports shown are necessarily supported by the hardware. Consult the appropriate Instruction manual for details ofthegitathle
on specific hardware.
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Example

/I Server Side Nodes

Nodes
Node_Name ,Node_ID ,Protocol , Node Ofion , Model Name
Virtual DEV11 ,11 ,Bacnet_IP , COV_Enable , WBA11M. MSTP BACHEt

6.4 ServerSideMap Descriptoe Parameters

6.4.1 FieldServerSpecificMap DescriptorParameters

Object_Name Property. Refer &ppendix A.1

Section Title
Map Descriptos
Column Title Function Legal Values
. Name of this Map Descriptor This is used fo .
Map_Desdptor_Name P P Up to 32 alphanumeric characters

Data_Array Name
- Y- in the Fiel&erver Sectiod4

Name ofData Arraywhere data is to be storeq¢ One of he Data Arraynames from

Data_Array_Offset Starting location in Data Array

no G2 o045t GF 1) NN
specified in SectioA

Function Function ofServeMap Descriptor Passive

® Note that adapter is not declareshder Server Side Nodes
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6.4.2 Driver SpecifidMap DescriptorParameters

(Alias = Data_Type

Data type in Controller

Section Title
Map Descriptos
Column Title Function Legal Values
o] f the Node N
Node_Name Name of Node to fetch data from ne. _0 . € . ode Names
specified inSection6.3
. Al, AQ AV, Bl, BQ BV, MI, MO,
Object Type O Q

MV, NC Refer toAppendk
D.1

Object_hstance
(Alias = Address)

Instance of the Object on the Device.

0,1,2,3Xnmcpnono

Units*

The object units

Refer toAppendix D.4m2

Data_Array_Low_Scale

Scaling zero iData Array

-32767 to 327670

Data_Array_High_Scalg

Scaling max ibata Array

-32767 to 32767100

Node_Low_Scale*

Scaling zero in Connected Node

-32767 to 327670

Node_High_&ale*

Scaling max in Connected Node

-32767 to 32767100

Active_Text

Specify the Active Text property of the Object

Any text string of length up tg
40 charactersActive

Inactive_Tex

Specify the Inactive Text propgrof the Object

Any text string of length up tg
40 characterslnactive

Relinquish_Defaulit

Specify the value to be returned as Present V3
on startup or when control is relinquisheddust be
specified for outputs.Refer toAppendix D.3

AnyFloatvalue

Notification_Class

Notification_Class Object that manages Intrin
Reporting for this Map Descriptor Refer to
Appendix A.8

Length* Used to «create an array of sequenti 1l to max point count of thg
g Object_Instances on an Object_Type. FieldServerl
. . One of the configured
Specify the  Mapdescriptor_Name of th g

Mapdescriptor_Names of typ
NC (Notification Class
Objects are not available t
any NC if left out

Ack_Requiretl

For a Notification_Class Objecspecify whether
EventNotifications require a use
Acknowledgement Refer toAppendix A.8

YesNo

COV_Incremerit

For a Server Map Descriptor of type AO or
initialize the ©V_Increment property Refer to
Appendix A.8

Any Float valugd

Input_alarm_State*

For binary points the user can specify which of {

states (0 or 1)o regard as an alarm state.

01

” See the BACnet DFS to determire farticular object supports this property
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Section Title
Map Descriptos
Column Title Function Legal Values
Any text string of length up tg
{ LISOA F& (K Bptich prép&r®.i Qa R| 40 characters If  not

Description*

E.g.Room Temp Refer toAppendix A.8.3

configured defaults to

Object_Name

Update_Property

The Update_Property Parameter may be configu
on a BACnetServer Map Descriptor to allow
property other than the Present Value to K
updatedin additionto the Present_Value when th
Data Array Value change®Varning: This is a highly
specialized function only to be used under vg
particular circumstances bysers with a detailed
understanding of BACneRefer toAppendix A.1

Present
Relinquish_Default

Value

Notification_Class_MD

This is the Notification Class map descrip
governing the sending of Event Notificatio
(Intrinsic Alarming)Refer toAppendix A.8.7

Map Descriptor defined pe
Appendix A.8
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6.4.3 Map DescriptorExample

/I Server Side Map Descriptors

Map_Descriptors
Map_Desriptor_Name , Data_Array_Nam: , Data_Array_Offse , Function , Node_Name , Object _Type , Object_Instance , Units

SMD_AI_01 ,DA_AI 01 ,0 , Passive ,Virtual DEV 11 , Al 1 , DegreesFahrenheit
SMD_AI_02 ,DA_Al 01 1 , Passive , Virtual DEV11 , Al , 2 , DegreesFahrenheit
SMD_AI_03 ,DA_AIl 01 , 2 , Passive ,Virtual DEV 11 , Al 3 , DegreesFahrenheit
SMD_AO_01 ,DA_AO 01 ,0 , Passive ,Virtual DEV11 ,AO 1 , percentrelative-humidity
SMD_AQO_02 ,DA_AO_01 1 , Passive ,Virtual DEV 11 ,AO , 2 , percentrelative-humidity
SMD_AO_03 ,DA_AO_01 , 2 , Passive ,Virtual DEV 11 ,AO .3 , percentrelative-humidity

Map_Descriptors
Map_Descriptor_Nam: , Data_Array_Nam: , Data_Array_Offse , Function , Node_Name , Object Type , Object_Instance

SMD_DI_01 ,DA_DI_01 ,0 ,Passive , Virtual DEV 11 , Bl 1
SMD_DI_02 ,DA_DI_01 1 ,Passive , Virtual DEV 11 , Bl 2
SMD_DI_03 ,DA_DI_01 2 ,Passive , Virtual DEV11 , Bl .3
SMD_DO_01 ,DA_DO_01 ,0 ,Passive , Virtual DEV 11 ,BO 1
SMD_DO_02 ,DA_DO_01 1 ,Passive , Virtual DEV11 ,BO 2
SMD_DO_03 ,DA_DO_01 2 ,Passive , Virtual DEV11 ,BO 3

FieldServer Technologie991 Tarob Court Milpita€alifornia 95035 USAVeb: www.fieldserver.com
Tet (408) 262299 Fax (408) 262269 Toll Free (888) 5091970 email: support@fieldserer.com



FS870406 BACnet IP Driver Manual Pagel9of 55

Appendix AUseful Features

Appendix A.1BACnet object names

When an external BACn&ientbuilds a list of Object Namgthe BACneServerMap Descriptomames determine
the BACnet Object Naméf the Map Descriptotength is greater than,the Object Name will be suffixed with the
index into theMap Descriptor For examplgif the Map Descriptomame is SMD_AIl_01 and the lengthtt®en the
Object Names will be SMD_Al_01[8MD_AIl_01[1] and SMD_AI_01[2].

Appendix A.2Network number

If multiple BACnet Nodes are specified on the Server, slie FieldServer automatically defaults to virtual
operation. In effectthe FieldServer simulates a software routeBACnet identifies this FieldServer using a
combination ofits network number and IP/MAC addres3he default Network number of a FieldServer islb.
there is more than one FieldServer on a BACnet intranet with multiple néldeslefault network numbe of the
additional FieldServers will need to be changed and a unique number allocated to each

A unique network number will need to be assignebldath of the following conditions are true:

e The FieldServer has multiple BACnet Server nodes.
e There is morehan one FieldServer on a network which includes multiple BACnet nodes.

¢t2 2GSNNRARS (KS CASft R{ SiNdldeNe followirs) ThithezEoifiguyafion ez NJ Y dzY o SNJ p

Section Title

Bridge

Column Title Function Legal Values
Title FieldServer mae Text
Network_number* | Specify a unique network number if there are multiple virtual Server no| 1-6553, 5

Example

/I FieldServer Driver specific paramete

Bridge
Title , Network_Number
BACnet Server ,6

Note: While it is theoreticall possible to have up to 65535 virtual nodiéss recommended that a maximum 82
is configured. If an application requires the configuration of more B2wirtual nodes please consult FST.
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Appendix A.3Accessing Data from BACnet Properties comprising Arrayaloés

Some BACnet Object properties (e.g. Priority_Array) are arrays of values (the Priority _Array property is an array «f)1énvaider to read a specific array enttiye
Array_Index must be specified in the Map Descriptérray_Index is aliént Side Map Descriptor function

The following example shows a configuration that veiid the Priority _Array value at Array_Inde)@longing to Analog Output 1.

Map_Descriptors
Map_Descriptor_Name , Data_Arrg Name , Data_Array Offsel , Function ,Node_ Name , Object Type , Object Instance , Property , Array_Index
CMD_AI_01 ,DA_AI_01 ,0 , Rdbc ,DEV 01 ,AO 1 , Priority_Array ,7

Details of the relevant BACnet properties and their associated arrays can be found in the BACnet Protocol Spec.
If no Array_Index is specified, then the entire property (i.e. the entire BACnet Array) is returned.
The Data_Index parameter funahs as fobbwsfor ReadPropertyMultiple or WritePropertyMultiple requestben the Client Map Descriptor length N is greater than 1.:

e When an Array_Index is specified, the ReadPropertyMultiple or WritePropertyMultiple request will iterate through N suckessivedex values for the given
Object and Property (e.g. Priority Array Index 1 to 16 of Analog Output 1)

e When no Array_Index is spgéied, the ReadPropertyMultiple or WritePropertyMultiplequest will iterate through N successive Object Instances, reading the
specified Property from each successive object (e.g. Present Value of Analog Output 1 to Analog Output 16)

Appendix A.4FieldServer implementation of BACnet priority Arrays

When BACnet Output objects are written to the Server side of the FieldSarvassociated wré priority is given to each write value. When the FieldServer receives the
write value it stores it to the Map Descriptor Priority Array Table at the specified priority. The Priority Array Table is then scahtiedvalue with the highest priority
isstored to the Data Array location specified by the Map Descriptor.

2 KSy | 2NRGS awSft Ayl dzithe KR & rerOaved Yamyttie Priodty Ay Jéble anfl e next highest value from the Priority Array Table is stored
to the Data Array.

Ifl £ f @I tdzSa K @S 0SSy awStAY(HAIKERSE FANRPIYSSEKONRANAZ2NR G@WSNNY BdzE &R 5ST dzf G ¢ €
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VAppendix A4.1l. Accessing Priority Array information
¢CKS tNAZ2NRGE ! NNI¥ & (I ot S | vate ard sioded iaternally toers MapDbkkript@nd canndtibé addpsizd &

fe&I¥Fhé infédrmation can

be accessed indirectly by specifyihg followingData Arrayswhichwill maintain an exact copy of the Priority Array Table for the Map Descriptor.

locations 1 to 16 the different entries of the Priority Arréable.

Section Title

Map_Descriptors

Column Title Function Legal Values
DA_Pri_Array Name of Data Array where the Priority Array Table will be stored. Location 0 is the Relinquish Default vg Up to 16 alphanumerig

characters

DA_Pri_Array_ Offs&t | Starting location in Data Array.

1-65535, 0

Name of Data Array that indicates if a particular Priority Value is in use. Location 0 indicates whether the R¢

DA _Pri_In_Use . . . o -
- - - Default hadheen set and locations 1 to 16 indicate whether the index is in userRelinquished (0).

Up to 16 alphanumeriq
characters

DA _Pri_In_Use_Offset| Starting location in Data Array.

1-655350

/I Analog Output Map_Descriptor for testing Priority Arsay

Map_Descriptors

Map_Descriptor_Nam , Object Type, Object Instance, Function, Data_Array_Nam , Data_Array_Offse, Node_Name, Length, Relinquish_Bfault , DA_Pri_Array , DA_Pri_Array_Offs¢, DA_Pri_In_Use ,DA_Pr_In_Use_Offsg
CMD_AOP_1 ,AO 1 , Passive ,DA_OUT ,0 ,N1 11 ,1 ,40.56 ,DA_Pri_Array_,0 ,DA_Pri_in_use_,0

Appendix A.5Relinquishing Control of a Point as a Client

It is possible relinquish control of a point by writing a null to the correct priteitgl. The following example illustrates how this is done.

Map Descriptor CMD AO is a Read
Map Descriptor that will write at
priority 7 if a writethrough occurs

Map_De| /«ﬁs

Map_Dek€riptor Name , Data_Type , Function , Scan_lInterval , Data_Array Name , Data_Array Index , Node Name , Address , Length , Write_Priority , Service
CMD AO , AO , Rdbc , 1.0s , DA AO , 2 ,N11 , 1 , 1 7 -

CMD AO R‘\el , AO , Wrbx , 1.0s , DA AO , 3 ,N11 1 ' , 7 , Relinquish

- /

Map Descriptor CMD AO Rel is a WdteChange

Note that the length must be 1.

Map Descriptor that will write a NULL at priority 7
(i.e. release Priority Array entry 7) when written tqg
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Appendix A.6Using BBMD

A BBMD (BACnet Broadcast Management Device) is used to allow devices on different subnets to communicate to
one another.BACnetlP requires that a BBMD be fiteed on every subnet. The FieldServer can act as a BBMD for
the subnet that it resides on. Setting the Connection_Type to BBMD will enable this functionality on the
FieldServer.

Notes:
e BBMD operation is not required if there is already another BBMIhesubnetg there can only be one BBMD
per subnet

e The FieldServer cannot act as a BBMD and a BACnet/IP Client at the same time.

Appendix A.6.1. Setting up a Broadcast Distribution Table (BDT)

The FieldServesupports twomethods of updating its internal broadcast dibution table.

e ¢NIYySQa ¢NIOSNI {dzYYAd Lt +fARFGAR2Y dziAf AGR Oy o068
Distribution Table.

e The Broadcast Distribution Table can be configured using the bdt.ini file. The following file must be created
anddownld RSR (2 (GKS CASt R{SNIBSNJ dzaAy3d (KS wdaAySi a52¢yf 2

/I Bdt.ini

/I The format of this table must be :

1l

/l BBMDIP_Address , BBMD port , BBMD subnet Mas

24.90.48.179 , 47808 , 255.255.255.255

64.80.115.156 , 47808 , 255.55.255.255
Appendix A.6.2. BBMD ConfigurationExample

Using the following configuratigra PC using BACnet explorer is able to browse and display the contents of two
FieldServersThefollowing image shows thBACnet explorer screen.

~ Untitled - Cimetrics BACnet Explorer,
File Edit ‘diew Help

2|=|u| %e(@ =72

= ?E BACnet Global Internetwork
= =& Local Metwork,
& Lo Y alue:
=72 Device 11275 |
=0

o e —
fiame: |Binary input 1

=M Einary Input 1
So oo

=g Binary Cutput 1
B Device Object

=52 Device 11276

=0 o

t=g Binary Input 1
§: Binary Cubput 1
5 Device Object

Froperty Name Property Yalue

3 objects added. UM

FieldServer Technologie991 Tarob Court Milpita€alifornia 95035 USAVeb: www.fieldserver.com
Tet (408) 262299 Fax (408) 262269 Toll Free (888) 5091970 email: support@fieldserer.com



FS870406 BACnet IP Driver Manual Page23of 55

The following diagram shows the layout of the connections between the FieldServers and the PC via a router.

BBMD Block Diagram
FS1
192.168.0.49 IP
255.255.255.0 Mask
192.168.0.50 GW
Node=11275
y
Router
192.168.0.50 IP
255.255.255.0 Mask
0.0.0.0 GW
255.255.255.0 Mask
192.68.1.1 IP
y
PC
192.168.1.111 IP
255.255.255.0 Mask
192.168.1.1 GW
A
FS2
192.168.1.84 IP
255.255.255.0 Mask
192.168.1.1 GW
Node=11276
/[ Bdt.ini

/I The format of this table must be :

Il

/[ BBMD IP_Addres , BBMD port , BBMD subnet Mas
192.1681.84 , 47808 , 255.255.255.255
192.168.0.49 , 47808 , 255.255.255.255

Configuration of the FieldServers is shown in the following examples.
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FieldServer # 1

/Il Common Information

Bridge
Title , System_Addres
Serverl Pumping Package # , 1

/[ Data Arrays

Data_Arrays

Data_Array_Name , Data_Format , Data_Array_Length
DA_Al , UINT16 , 200

DA_AO , UINT16 , 200

DA DI , Bit , 200

DA_DO , Bit , 200

Connections

Adapter , Protocol , Connection_Type , IP_Port
N1 , Bacnet_IP , BBMD , 47808
Nodes

Node_Name , Node_ID , Protocol

Serverl , 11275 , Bacnet_IP

/I Server Side Map Descriptors

Map_Descriptors

Map_Descriptor_Name , Data_Array Name , Data_Array_Offset , Function

SCHWRemoteCall
SCHWCommonAlarm

,DA_DO .0
,DA DI 0

, Passive
, Passive

,Node_Name , Object Type
, Serverl ,BO
, Serverl , Bl

, Object_Instance , Units
1 , No-Units
1 , No-Units

, Relinquish_Default
,0
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FieldServer # 2

/[ Common Information

Bridge

Title , System_Addres
Serverl Pumping Package # , 1

/[ Data Arrays

1l

Data_Arrays

Data_Array_ Name , Data Format , Data_Array_Length
DA _Al , UINT16 , 200

DA _AO , UINT16 , 200

DA DI , Bit , 200

DA DO , Bit , 200

Connections

Adapter , Protocol , Connection_Type , IP_Port
N1 , Bacnet_IP , BBMD , 47808
Nodes

Node_Name , Node_ID , Protocol

Serverl , 11276 , Bacnet_IP

/I Server Side Map Descriptors

Map_Descriptors

Map_Descriptor_Name , Data_Array_Name , Data_Array Offset , Function ,Node_Name , Object Type , Object_Instance , Units , Relinquish_Default
HWRemoteCall ,DA DO ,0 ,Passive , Serverl ,BO 1 ,No-Units ,0
HWCommonAlarm , DA_DI ,0 ,Passive , Serverl , Bl ,1 ,No-Units , -
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Appendix A.7BACné StateText Prelod

BACnet Multistate Objects have a State_Text property. This property is defined as an array of character strings repeserifitigns of all possible states
of the Present_Value. The number of descriptions matches the numbeatessiefined in the Number_Of_States property. The Present_Vialieepreted as
an integer serves as an index into the array.

When Multistate Objects are configured on a BACnet server it is necessary to define the State_Text property. This \ssidies flow to define the
State_Text character strings and how to associate these definitions with Multistate Server Map Descriptors.

The maximum permitted length of any State_Text string is 50 characters.

VAppendix A.7.1. Method 1 ¢ Using an Offset/User Table:

/Iset up a look up table

Offset_Table

Offset_Table_Name ,Table_String , Table_Index_Valug

FIRE_ALRM_TEXT , SYSTEM REAL , 1 \/\/alid values are 1
FIRE_ALRM_TEXT ,ALARM , 2 to 16.

FIRE_ALRM_TEXT , MAINTENANCI , 3
FIRE_ALRM_TEXT , OFFLINE 4
FIRE_ALRM_TEXT ,INSERVICE ,5
FIRE_ALRM_TEXT ,OTHER ,6

Data_Arrays
Data_Array_Name , Data_Format , Data_Array_Length
DA _MI_01 , UINT16 , 100

Map_Descriptors
Map_Descriptor_Name , Data_Array_Name , Data_Array Offset , Function , Node Name , Object Type ,Object Instance ,Length , State Text_Array
CMD_MI_01 ,DA_MI_01 ,0 ,Passive ,N111 , Mi 1 1 , Fire Alrm_Text
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Appendix A.7.2. Method 2 ¢ Using a Single Data Array:

Data_Arrays
Data_Array_ Name , Data Format , Data_Array_Length

DA _MI_01 , UINT16 , 100

DA _STATE_TXT ,BYTE , 200

Preloads

Data_Array_Name , Preload_Data_Value , Preload_Data_Forma , Prelcad_Data_Index
DA_STATE_TXT ,MyStatel MyState2 MyState3 MyState4 MyState5 MySta , String ,0

Map_Descriptors
Map_Descriptor_Name , Object Type , Object_Instance , Function ,Data_Array Name ,Node Name ,Length , State Text Array
CMD_MI_01 , Ml 1 , Passive ,DA _MI_01 ,N111 1 ,Da_State_Txt
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Appendix A.7.3. Using Intrinsic Reporting for a Multistate Value

To use Intrinsic Reporting for a Multistate valiteis necessary to classify each of the states as Noriaim or
Trouble. This is done by adding another column to the Offset_Tedlled Table User_Value. Each state is then
classified by inserting one of the following values in its row:

0 = normal
1 =alarm
2 = fault

/Iset up a look up table

Offset_Table

Offset_Table Name ,Table String , Table Index_Value , Table User Valug
FIRE_ALRM_TEXT , SYSTEM REAI , 1 ,0
FIRE_ALRM_TEXT ,ALARM , 2 ,

FIRE_ALRM_TEXT , MAINTENANCI , 3 ,
FIRE_ALRM_TEXT , OFFLINE 4
FIRE_ALRM_TEXT ,INSERVICE ,5 ,
FIRE_ALRM_TEXT ,OTHER ,6

Note: The state value (Table_Index_Value) is an enumerated belween 1 and 16 Zero is not a valid valuleut
since many client side configurations will wake up with values of,zeBeBACnet server will treat a value of zero
as a normal value (i.e. not as an alarm or fault value)

Appendix A.8COV andntrinsicReporting

The COV (Change of Value) and Intrinsic Reporting seraieetwo distinct ways in which point values can be
reported to a client workstation as they change, i.e. in an exiiten opposed to a polling method. This can
increase performance dramatically compared to polling method alone. It also reduces kdtaffic significantly.

The services are suited to different purposes:

e COV is suited to value updates. On analog points the sensitivity can be set using the COV_Increment property.

Only changes larger than the COV_Increment value will be reported.

e Intrinsic Reporting is used for alarming. It is implemented via Notification_Class oljbath can receive
subscriptions from client workstations that add themselves to the RecipientList property of a
Notification_Class  object. Notifications are done usingonfirmedEventNotification  or
UnconfirmedEventNotification. Intrinsic Reporting also allows for alarms to be acknowledged and for all
subscribed client workstations to be notified of alarm acknowledgemémsing EventNotifications of type
ACK_NOTIFICAND

Appendix A.8.1. Notes on COV configuration:

e No special configuration entries are needed to enable COVs. The service is enabled by default for all protocols

except MSTP. Most client workstations will automatically subscribe to all points once they discover that the
FHeldServer supports COV services. This only applies to BACnhet Obfaiperty subscribes are not
supported by the FieldServeCOV only works for BACnet Map Descriptors with length set tdehdth is not

specified then it defaults to 1, so thisionly a problem where length has been specified as greater than 1.
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The Node_Option parameter can be configured to enable or disable COV. An example configuration is
presented inAppendix A.8.3

For analog Server Map Descripgathe user may optionally configure a COV_Increment value to adjust the
reporting threshold. If it is not set the COV_Increment defaults to zero.

Change of Value (COV) Notifications are generated for all data objects for which a remote client has issued a
SubscribeCORequest. COV subscription is on a pgoint basis. The SubscribeC@Request regulates
whether Notifications are Confirmed or Unconfirmed. The remote client may also write the COV_Increment
property in order to control the deadband for chges in analog values. The COV_Increment property can be
initialized via the configuration file by setting the COV_Increment Map Descriptor Propdwyvalue set by

the configirationis an initial value that is loaded on startup. It would be replacgdry new value written by

the dient

Appendix A.8.2. Notes on Intrinsic Reportingonfiguration

Intrinsic Reporting is managed by Notification Class objects. At least one Notification Class object must be
configured for Intrinsic Reporting to work.

Each Data_Object thas to be monitored by Intrinsic Reporting must be linked to a Notification Class object
via the Notification_Class Map Descriptor Property. For analog points alarm limits must be, sedujpr
binary pointsthe Input_Alarm_State must be set up.

The Nudification_Class object contains properties that allow a client workstation to modify rules governing
event reporting such as event_typalays of weekstart and end times etc.

The RecipientLists are volatiend subscriptions must be renewed on systerstart.

A permanent static RecipientList may be configured directly on the FieldServer, eliminating the need for a
remote workstation to modify the RecipientList in order to receive Event Notificatidising this option
makes the RecipientList reamhly,i.e. it can then only be modified via the FieldServer config.csvRigder to
Appendix A.8.7
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‘ Appendix A.8.3.

Node ConfiguratiorExample- Enable or Disable COV

Nodes
Node_Name ,Node_ID , Protocol , Node_Option
Virtual_Dev_11 11 ,Bacnet_IP ,COV_Disable
‘Appendix A.8.4. Map Descriptor Example COV

I

SMD_NC_01

Notification Class Object

Map_Descriptors
Map_Descriptor_Nam , Data_Array_Nam , Data_Array_Offse, Function , Node_Name
, Passive , Virtual_Dev_11,NC

,DA_NC_01

,0

, Objed_Type, Object_Instanct, Ack_Requiret

.01 ,

ISMD_AI_01

Map_Descriptors
Map_Descriptor_Nam, Description, Data_Array_Nar, Data_Array_Offs¢, Functior, Node_Name , Object Typ¢, Object_Instanc, Relinquish_Defat, State_Text_Arre, Notification_Clas, High_Alarn, Low_Alarn, Input_Alarm_Stat, Confirmec¢, COV_Increme
,0 , Passive, Virtual_Dev_1, Al

, Room Tenp, DA_AI_01

,01 )

,SMD_NC_01 ,100 ,10 )" NES ,1.0

7 Appendix A.8.5.

Map Descriptor Example Intrinsic Reporting

/I Notification class Objects

Map_Descriptors
Map_Descriptor_Name
SMC_NC_01
SMC_NC_02

Map_Descriptors
Map_Descriptor_Name
SMD_AI_01
SMD_AO_01

Map_Descriptors
Map_Descriptor_Name
SMD_DI_01
SMD_DO_01

, Data_Array_Name
,DA_NC_01
,DA_NC_01

, Data_Array_Name
,DA_AI_01
,DA_AO_01

, Data_Array_Name
,DA_DI_01
,DA_DO_01

, Data_Array_Offset
,0
,1

, Data_Array_Offset
,0
,0

, Data_Array_Offset
,0
,0

, Function
, Passive
, Passive

, Function
, Passive
, Passive

, Function
, Passive
, Passive

,Node_Name , Object_Type
,Virtual DEV11 ,NC

,Virtual DEV11 ,NC
,Node_Name , Object_Type
, Virtual DEV 11 , Al

,Virtua DEV11 ,AO
,Node_Name , Object_Type
,Virtual DEV11 Bl

,Virtual DEV11 ,BO

, Object_Instance
,1
,2

, Object_Instance
,1
1

, Object_Instance
,1
,1

,Ack_Required
,Yes
,No

, Notification_Class
,SMC_NC_01
,SMC_NC_02

, Notification_Class
,SMC_NC_01
,SMC_NC_02
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Appendix A.8.6. Setting the Priority of Intrinsic Alarming
Sectian Title
Map_Descriptors
Column Title Function Legal Values
Pri_To_Off Normal | Priority for off normal events Refer to table below
Pri_To_Normdl Priority for normal events Refer to table below
Pri_To_Fautt Priority for faults Refer to table below

A BACnet EventNotification message contains a Priority field indicating the priority of the event being reported. Thevahm#yo be used are configured via the
Priority property of the Notification Class object, using the configuration file paramé&te to_offnorm§ Pri_to_normal and Pri_to_fault, which determine the priorities
to be used respectively for all 4wffnormal, tonormal and tefault transitions reported via the Notification Class object.

Priority Values should be chosen as follows:

Alarm and Event Priority] Network Priority

00-63 Life Safety Message
64-127 Critical Equipment Messag
128191 Urgent Message

192-255 Normal Message
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Appendix A.8.7. Map Descriptor Example Set up a Permanent Static Recipient List

A permanent static RecipientList mag bonfigured directly on the FieldServer, eliminating the need for a remote workstation to modify the RecipientList itoorder
receive Event Notifications. Using this option makes the RecipientLisordggdi.e. it can then only be modified via thelBt&erver config.csv file.

This is done by adding an Event_Receiver sectitine@onfig.csv. fiis section must appear after the definition and all other references to the relevant Notification Class
object.

This is the Notification Class

Map_Descriptors map descriptor governing the
Map_Descriptor_Name ,Data_Array_Name ,Data_Array Offset ,Function ,Node_Name ,Object_Type ,Object_Instance , Ack_Required . I .
BACNCP1 ,DA_NC_01 ,0 ,Passive ,Virtua DEV11 ,NC 1 , No sending of Event Notifications

(Intrinsic Alarming)

Notification Class Objects are configured as Map Descriptors. Each Notifictagsdbject maintaing RecipientList Property which may contain multiple destinations.
Each destination is configured as an Event_Recaiter the relevant Notification Class Object has been configured.

Map_Descriptors This is a BACnet Object tha|
Map_Descriptor_Name ,Data_Array_Name ,Data_Array_Offset ,Function ,Node_Name ,Object_Type ,Object_Instance , Notification_Class , Low_Alarm , High_Alarm will rep ort its alarms via the

QVID_AI_01 ,DA_Al_01 , 10 ,Passive ,Virtual DEV.11 Al 1 , BAC_NCP1 , 20 .30 L
Notification Class map

descriptor BAC_NC_P1

Event_Receiver o / This section sets up RecipientList entries for the defined Notification Class m
Node_Nane , Node_ID , Protocol , Process_ID , Notification_Class_MD , Adapter< . . .

ows_o1 10 _BACnet MSTF , 12345 _BAC_NC_P1 NI descriptor. It must appear at the end of the configuration, after all other
OoWs_02 ,12 , BACnet_MSTF , 56789 , BAC_NC_P1 , N1 references to the Notification Class map descriptor.
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Appendix A.9Factors Detamining the Reliability Property
The Reliability Property of a BACnet object in a Server configuration is determined as follows:

e For Multistate Inputs, Outputs and Values, the Reliability property is set to MULTI_STATE_FAULT (9) when the
Present_Value ofhie object corresponds to an entry in the Fault_Values property of the object, as configured
by the State_Text table in the configuration file.

e For all object types, the Reliability property is set to COMMUNICATIONS_ FAILURE (12) when the responsible
ServeNode is offline.

e When neither Condition 1 nor Condition 2 is met, the Reliability property is set to NO_FAULT_DETECTED (0)
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Appendix A.10Specifying ReadPropertyMultiple and WritePropertyMultiple Transactions using |.inked
Map Descriptors

The ReadPropertyMultiple (RPMpd WritePropertyMultiple (WPM) BACnet services allow many objects and
attributes to be read and written in a single transaction. Since FieldServer Map Descriptors can only refer to a
single object type and address range, a RPM or WPM transaction cannbeucted by linking multiple Map
Descriptors.This is done using the following components:

e an active read or write Map Descriptor that defines the behavior of the RPM or WPM transaction via:

e Function, e.gRdbc, Arcs, Wrbc, kx

e San_interval

e Timeout

e Lemgth
e any number of Linked Map Descriptors specifying additional objects and data array locations to be included in

the transaction. Each Linked Map Descriptor is specified with the following settings:
e Linked_Map_Descriptorthis is a reference by name thié active Map Descriptor described above,
which controls the transaction

¢ Function- Passive_Client

e Length
The number of Linked Map Descriptors is limited by the maximum message length allowed for the BACnet driver in
guestion. When too many Map Descriptdrave been linked a SEGMENTATION_NOT_SUPPORTED error message
will be generated on the first poll attempt. Thisessagewill recommendsplitting the RPM or WPM transaction
into multiple transactionse.g.

DRV>BACnet : Linked Map Desc. "CMD_WPM" is toa long
Message Segmentation not supported.
Please split the transaction into multiple Linked Map Descriptors.
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Example:

Map_Descriptors
Map_Descriptor_Name, Object Type , Property , Function , Data_Array_Nam:, Data_ArrayOffset , Node_Name, Address, Length , Write_Priority , Linked_Map_Descriptd
CMD WPM ,AO ) - , Wrbc , DAWPM , 0 ,N11 , 1 , 2 .7 -

)
—

Configure an active read or write Map Descriptor and gize it
unigue name. This Map Descriptor will be referred to by all other
Map Descriptors forming part of the multiple property transaction

Configure a Map Descriptdor each Object and Property. these ai
component Map Bscriptors forming part of the congsite Map
Descrintor CMD WPM above

Map_Descripto Name , Object Type, Property , Function , g;t%mgﬁset , Node_Name, Address, Length , Write_Priority , Linked_Map_Descript
CMD WPM 1 ,AO e , Passive_Clier, WPM , 3 ,N11 4 , 3 ,8 , CMD WPM

CMD WPM 2 ,AO .- , Passive_Clier, DA WPM 7 ,N11 8 4 , 10 , CMD WPM

OviD WPM 3 , Device , Max_Master , Passive_Clier, DA WPM , 12 ,N11 1 1 , 10 , CMD WPM

CMD WPM 4 , Device , Max_Info_Frame, Passive_Cliei, DA WPM , 13 ,N11 1 1 , 10 , CMD WPM

CMD WPM 5 ,BO e , Passive_Clier, DA BOP ,0 ,N11 , 0 , 10 , 11 , CMD WM

Set the functionto Passive_Client SetLinked_Map_Descriptor to the
name of the active read or write Map
Descriptor governing the transaction
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/I ReadPropertyMultiple

Map_Descriptors
Map_Descriptor_Nam , Object Type, Property , Function, Data_Array_Nam , Data_Array_Inde , Node_Name, Address, Length, Write_Priority , Linked_Map_Descript(

CMD RM ,AO )= ,Rdbc , DA RPM , 9 ,N11 , 1 , 2 ;= ;=

Map_Descriptor_Nam , Object Type, Property , Function , Data_Array_Nam , Data_Aray_Index, Node_Name, Address, Length, Write_Priority , Linked_Map_Descript
CMD RPM 3 , Device , Max Master , Passive_Clier, DA RPM ,0 ,N11 1 1 ) , CMDRPM

CMD RPM 4 , Device , Max_Info_Frame, Passive Cliei, DA RPM 1 ,N11 1 1 ) , CMD RPM

CMD RPM 2 ,AO .- , Passive_Clier, DA RPM ,2 ,N11 , 8 4 .- , CMD RPM

CMD RPM 1 ,AO e , Passive_Clier, DA RPM , 6 ,N11 , 4 , 3 e , CMD RPM

- reecem 0

These map descriptors form part of the read transaction defined |
Map Descriptor CMD RPM above

Notes:

e For the Present_Value property it is permissible to set a Map Descriptor lerigthhis will cause a read of the Present_Value property of consecutive BACnet
objects of the type defined by this Map Descriptor

e The number of properties that calpe read or written at once is limited by the maximum APDU message length

e Message segmentation is not supported.
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Appendix A.11Update Property Function

The Update Property parameter may be configured on a BAGemer Map Descriptor in order to allow a
property othe than the Present_Value to be updated in addition to the Present_Value when the Data Array value
changes.

Warning:this is a highly specialized function only to be used under very particular circumstances, by users with a
detailed understanding of BACnad ofwhat is to be achieved

‘Appendix A.11.1. Supported values:
e Present_Value (default operation)

e Relinquish_Default

‘Appendix A.11.2. Mode of Operation when used for the Relinquish_Default property:

When the FieldServer starts up, the standard BACnet operation for AO, AV, BO andeBt¥ w@bihat the
Present_Value of the object is set to the configured Relinquish_Default value. This may not be desirable in
Gateway situations where the BACnhet communications module (i.e. the FieldServer) may restart independently of
the controller withthe physical outputs.

Instead, it is possible to use the Update_Property setting to initialize the Relinquish_Default property using the
actual field Present_Value read from tlidientSidedevice, so that a restart achieves two important outcomes:

e TheClent sideoutputs are not modified

e The current state of th€lient Side outputan be read via the Relinquish_Default properfhis is especially
useful since the BACnet specification makes no provision for Feedback Values on analog objects

Depending orthe function of the ClienSideMap Descriptor there are slightly differing behaviors.

e RDBC If the ClientSideMap Descriptor is configured with the RDBC function, then every read operation will
cause the Relinquish_Default property on the BACnet Seside to be updated to match the new
Present_Value.

e ARS(recommended) If the ClientSideMap Descriptor is configured with the ARS function, then only the
startup read operation (which occurs on FieldServer restart, or iiGlentSideNode has gone dlfifie and is
being recovered) will cause tRelinquish_Default property on the BACigetver side to be updated to match
the new Present_Value.

Restrictions:

This function cannot yet be used in conjunction with Complex data types.

FieldServer Technologie991 Tarob Court Milpita€alifornia 95035 USAVeb: www.fieldserver.com
Tet (408) 262299 Fax (408) 262269 Toll Free (888) 5091970 email: support@fieldserer.com



FS870406 BACnet IP Driver Manual Page38of 55

Appendix A.11.3. Update PropertyConfigurdion Example:

Map_Descriptors
Map_Descriptor_Name , Function , Data_Array Name , Data_Array_Inde> , Node_Name , Data_Type , Address , Length , Relinquish_Default , Update_Property
AOP1 , Passive , DA AOP ,0 , NN 01 , AO 1 1 , 10 , Relinquish_Defatl
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Appendix A.12Disabling selected BACnet services
Certain BACnet services can be disabled on a BACnet Server Node when specific requirements necessitate this:

e COV- certain BACnet MS/TP routers struggle to keep up with the bidirectional traffic that can result from
many COVSubscribe requests in quick succession. In this case, better results might be obtained by turning COV
off.

e WritePropertyMultiple (WPM} when the user requires writes to the BACnet Server to be acknowledged only
once ClienSSidewrites have succeestl, WPM is turned off.

These services can be disabled individually or together by listing them under the optional "Disabled_Services"
parameter of the Node configuration section, separated by a space if more than one function is Wgtexh a
service hadeen disabled, the BACnet Server Node will reject a corresponding service request with the reason
! yNBO23yAl SR { SNBA OS¢ o

The following values may be used under Disabled_Services:

e WPM (disable support for the WritePropertyMultiple service)
e COV (disable syort for the SubscribeCOV service)

Examples:

1. Disable WPM only

Nodes
Node_Name ,Node ID , Protocol ,Disabled_ Service
NN 01 1 ,Bacnet_IP ,WPM

2. Disable COV only

Nodes
Node Name , Node_ ID , Protocol ,Disabled_Service
NN 02 , 2 , Bacnet_IP ,COV

3. Disable WPM and COV

Nodes
Node_Name ,Node ID , Protocol ,Disabled_ Service
NN 03 , 3 ,Bacnet_IP , WPM COV

Appendix A.13Using a .ini file to set the Vendor_ID and Vendor_Name of the Device Object

The vendor.ini file can be udeto change the BACnet Vendor Name and Vendor ID if desired. A file with the
following formatYdza G ©6S ONBIFGSR yR R2gyf2FRSR (2 (GKS CAStR{SNI
command.

vendor_name = Sierra Monitor Corporatic
vendor_id = 37

Please note that changing the Vendor_ID and Vendor_Name on FieldServer BTL approved products may disqualify
them from the BTL approval.
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Appendix BTroubleshooting

Appendix B.1.Debugging a BACnet connection

If duplicate Object_hstancesare configured in the Fielflerverthe secad call of thelnstance will overwrite
the first one. This may cause a BACnet Oligbeda f 2 4 (1 d ¢

If the Node Name configured on the BACnet Server Side of the configuration is not being indicated as the
Device Name orthe BACnet SCADA systethen the FieldServer is not communicating with the SCADA
system. If theDevice Object'same is being indicatedbut the Present_Value shows question martken it is

likely that the Client side of the FieldServer is not communicating.

Some of the BACnet IP feats result in the creation of files (priarray.ini; desc.ini; alarms.ini) on the
FieldServer. Sometimes updates of firmware can result in tfieesebecoming outdated. Deleting these files
will restore configuration defaults and may assist with configjoraerrors.

Extra memory is required to store Map Descriptors that have the active/inactive text parameters specified. If
the defaults are appropriatedo not specify these parameters. This will save memory and allow more Map

Descriptors to be created

When using the FieldServer as a BACBetver end dzNB

GKS CAStR{SNWSNDa

Mask of the BACneElient Otherwise, communications are very slow and eventually stop altogether.

Appendix B.2COV Configuration

COV only works for BACnet Map Dgstoris with length set to 1. length is not specifiedthen it defaults to 1,
so this is only a problem where length has been specified as greater than 1.

Appendix B.3BACnefSpecificStatistics

Stat Description Resolution
It is normal to receive a few link contr
Link Control ! a ARz tAY] O 2wad | messages. If the number is higher than f{
send or received. transmit/receive messagehowever, there may
be a problem with lost communications.
This is not an error. BACnet clients often poll
Unsupported A request for an unsupported propert . . . .
. . properties of a particular object to determin
Properties was received . .
which properties are supported.
Data was requested but the respon o . .
. . | This is not an error the BACnet client will use
Segmentation would have exceeded the maximum si| .
.| different method to read data from the
Not Supported | of the AU and could not be sent usin _.
FieldServer.
an unsegmented message.
Invoke ID of a reply did not match th You should not se¢his message. It normall
Sequence Error . ! .
Invoke 1D of the poll. indicates a configuration error.
This typically happens when trying to write to
Write Access . . . P . y pp Y g .
Denied A write to an object was denied. Input Object that is not OuOf-Service. It is no
possible to write to Input Objects.
. A BACnet Service was denied becaus This may be a problem on the Client syste
Exception Errors | . .
is not supported Consult the PIC statemefdr supportedservices
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Appendix B.4BACnet Specific Error Messages

Message
Description
Bacnet [P DLL| The FieldServer was flooded with more BACnet IP paq Take action only if the errg
Temporarily out of| than it could handle. This typically occurs when| is continuous in which cas
receive buffers workstation discovers a large network resulting in mg the network load must be
Who-s and {Am broadcasts. The FieldServer wiltaeer | analyzed and corrected.
from this, but some timeout errors could result.

Cause Suggested Resolution

Appendix B.5BACnet Error Response Decoding

BACnet reports errors in the following format:

T02> 10/22 023 HEXDUMP : ERROR_PDU
T02> 10/22 02:57 0x19d2d 50 97 0f 91 02 91 2a
T02> 10/22 02:57 BACnet Unexpected ERROR_PDU : err_class=2 err_code=42

These can be decoded using fiedowing tables:

Appendix B.5.1. BACnet ErrolCLASS

Device 0

Object

Property

Resources

Security

g WIN| P

Services
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Appendix B.5.2. BACnet Error CODES for Error Class OBJECT
Other 0
Authenticationfailed 1
Configurationin progress 2
Devicebusy 3
Dynamiccreationnot suppored | 4
Fileaccesglenied 5
Incompatiblesecuritylevels 6
Inconsistent parameters 7
Inconsistentselectioncriterion | 8
Invaliddatatype 9
Invalidfile accessnethod 10
Invalidfile start position 11
Invalidoperatorname 12
Invalidparameterdatatype 13
Invalidtime stamp 14
Keygenerationerror 15
Missingrequired parameter 16
No objectsof specifiedtype 17
No spacefor object 18
No spaceto addlist element 19
No spaceto write property 20
Novt sessionavailable 21
Propertyisnot alist 22
Objectdeletion not permitted 23
Objectidentifier alreadyexists | 24
Operationalproblem 25
Passwordailure 26
Readaccesslenied 27
Securitynot supported 28
Servicaequestdenied 29
Timeout 30
Unknownobject 31
Unknownproperty 32
Unknownvt class 34
Unknownvt session 35
Unsupportedobjecttype 36
Valueout of range 37
Vt sessioralreadyclosed 38
Vt sessiortermination failure 39
Write accesglenied 40
Characterset not supported 41
Invalidarrayindex 42
Invalidindex 42
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Appendix CVendor Information

Appendix C.IMcQuay

McQuay Units are shipped with a default Device instance of the last 6 digits of the McQuay Serial number.

Appendix C.2Trane

When new points are added to the FieldServer it is important to resterSummit Workstation or BGdtherwise
thesenew points may not be seen by the FieldServer.

Disconnect the FieldServer from the BACnet network when transferring images to the BCU.

Appendix C.2.1.

Enablirg Trane Alarming

The Driver will automatically support Trane Alarming if the Node_Type parameter as deftBection6.3is set to
BCU or Summit Workstation.

The following Trane Specific Map Descriptor Parametbssneed to be defined.

Section Title

Map Descriptors

Column Title

Function

Legal Values

Event_Receiver_Nam

The nameof the BACnet Node to which alarn
must be sent. This Node must be configur
under the Nodes section of the configuration fil

One of theNode_MNames specified
in Section6.3

For Al, AO and AVobject typesthis set the

Low_Alarm o Any floating point value
lower alarm limit.
. For Al, AO and AVobject types this sets the . .
High_Alarm . : P Any floating point value
upper alarm limit.
A numerical field used to group Events in .
Event_Clags group Any integer value)

classes

Ack_Requireti

Speifies whether or not an Alarm messag
must be acknowledged by the workstation

YesNo

Alarm_Deadbant

ForAl, AO, and AMtypes, this is the amount by
which the present value must be greater thi
the Low_Alarm limit or less than the High_Alal
limit for the object to return to the Normal state
and send a tenormal event.

Any floating point value).0

Input_Alarm_State

ForBIl, BO and B¥pes this defines the value (
or 1) that is to be treated as the alarm (i.e.-0

normal) value.

01
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Appendix C.2.2.

Example 1¢ Analog input

Map_Descriptors
Map_Descriptor_Name

ABB_vfd1_Current

, Data_Array_Nam, Data_Array_Offse, Functior , Node_Name¢, Data_Typ¢, Object_IC, Lengtr, Event_Receiver_Nan, Low_Alarn, High_Alarn, Event_Clas, Ack_Require, Alarm_Deadband

ABB_vfd1_Output Frequen , ailvfdl .1 , Passive , Bacll , Al ,1 .1 ,ADD_WS , 20 , 30 ,5 , Yes ,2

, ailvfdl ,2 , Passive , Bacll , Al ,2 ,1 , ADD_WS ,0.5 , 15 5] , Yes ,0.2

Appendix C.2.3.

Example 2¢ Binary Input

Map_Descriptors

Map_Descriptor_Nam¢, Data_Array_Nam, Data_Array_Offse, Functior, Node_Nam¢, Data_Typt, Object_IC, Lengtt, Event Receiver_Nam, Input_Alarm_Stati, Event_Clas, Ack_Require
ABB_VFd1_RO_1 Sta, bilvfdl ,0 , Passive , Bacll , Bl .1 ,1 , ADD_WS ,1 ,5 , Yes
ABB_VFd1_Run Statu, bilvfdl ,1 , Passive , Bacll , Bl ,2 ,1 , ADD_WS ,1 ,5 , Yes
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Appendix C.3Liebert

Polling BACnet addresses that are not configuredLiebert systems may cause the connection to fail in older
versions of Liebert. Please contact ybigbert supplier for more information.

Appendix C.4Honeywell EBI

Honeywell EBI cannot process EventNotifications with ACK_Required set to 1. The ACK_Required property of
Notification Class Map Descriptors configured for use with EBI must therefore be set to 0.

Appendix C.5UsingCimetrics Explorer

Cimetrics Explorer needs to be configured to use either BACnet Ethernet or BACnet IP. This is not a setting in the
actual Cimetrics BACnet Explorer, but is done in the Cimetrics BACstac Protocol that can be found in the Local Area
Conrection Properties as shown below:

4 Network and Dial-up Connections

File Edit VMiew Favorites Tools Advanced  Help
4= Eock - = < | @ search [ Folders @“ﬁ ¥ o= | Ed-

Address I Metwark and Dial-up Connections

e E . 2 x

[ Local Area Connection Properties 2lx| Status Eies e I Owher
Make Mew i General |

l=Local Area o Enabled 3Com 3520 Integrated Fas...  System

Connect uging:

I 3Com 3C320 Integrated Fast Ethernet Controller (3C305C-

Components checked are uged by this connection:

Client for Microsoft Metworks
ile and Printer Sharing for Microsoft Metworks
Standard Editio

Install... Uninstal Pioperties

i Description

Cimetrice BACstac(Th) Standard Edition w4.0 Protocol. This
allows applications to communicate with distributed control
systems acrozs BACnet networks.

™ Show icon in taskbar when connected

ok Cancel

Check the properties of this protocol to see what BACnet protocol is set on the Cimetrics Explorer.

[E2] Network and Dial-up Connections METES|

Fe @t Gew Foeies Tk G FED |

d=pock - = - (]| @search Chrolders (M| 0 X o |EE-

Address | Metwark and Dial-up Connections | @0
Narme A ES) Py [ bevice Name Oumner |
) imake New o General |
- Local Area ci } | |Enobled 3Com 30920 Integrated Fos...  System
vt DcstactT) standardEdiion 1.0 ProtocolPrape 21
[ Fort Table |

r Port 1D Aftached Network Numn P Pratocol NIC

T
[ B Fhysica B4

Default

o | »l
r Edt. | add. | Remove |
N Carcel

To change the protocol, remove the current one and add a new one as shown below.
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File  Edit  View

[ Network and Dial-up Connections

Favorkes Tools  Adwanced  Help

=181

bk - = - (]| @ Search Fekers (B |5 B X o | e

- Lacal Area

Address | Network and bial-up Connections

Maka Mew i General |

j ﬁeo
e " =
MName * —I—l Status | Device Name Owner |
| Enabled 3Com 3C920 Integrated Fas...  System
v .-
Cimetrics BACstac{TM) Standard Edition ¥4.0 Protocol Properties ﬂﬁ
[ Fort Tabls |
r Poit 1D Aftached Network Mum ‘ Type | Protocol ‘ NIC
1 Yes nia Physical BACnet/IP Default
<I | BACREtiIP ¥
L Ethernet/ARCHET J
r Edt. | Remave |
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Appendix DReference

Appendix D.1FieldServewendor ID

BACnet Vendor NameSierra Monitor Corporation
BACnet Vendor IB87

Appendix D.20bject Type Legal ValugsAbbreviation Descriptions

Al ANALOG_INPUT
AO ANALOG_OUTPUT
AV ANALOG_VALUE

Bl BINARY_INPUT

BO BINARYOUTPUT

BV BINARY_VALUE

Mi MULTI_STATE_INPUT

MO MULTI_STATE_OUTPUT
MV MULTI_STATE_VALUE

NC NOTIFICATION_CLASSIELT
DEVICE DEVICE

Appendix D.3Property Legal Values

Legal Value Description

This propertyis a numeric code that is used to identify the objects ltnique within the
BACnet Devicthat maintains it.

Relevant to Device Object Type. This property is a BACnetARRAY of Object_|demniie
Object_Identifier for each object within the device that is accessible through BACnet

Object_Identifier

Object_List services. An Object_ldentifier is compose@bfect Type and Object Instance and must
be unique within a BACnet Devjeeg. Object Type = Analog InpOtbject Instance = 3
Present_Value This property contains the present value of the Input / Output / Value
Character string providindie name of a BACnet objecThe set of characters used in the
Object_Name Object_Namasrestricted to printable charactersThe Object_Name is determined by the
Map_Descriptor_Name
. Character string describing a BACnet ohjédtis can be defined by¢ user to give
Description

additional detail about the Object.

The Out_Of_Service propertyf type BOOLEAM an indication whether (TRUE) or not
(FALSE) the physical input that the object represents is not in service. This means tha
Present_Vhe property is decoupled from the physical input and will not track changes
the physical input when the value of Out_Of_Service is TRUE. In adttigdReliability
property and the corresponding state of the FAULT flag of the Status_Flags progirty <
Out_of service be decoupled from the physical input when Out_Of Service is TRUE. While the
Out_Of_Service property is TRUHe Present_Value and Reliability properties may be
changed to any value as a means of simulating specific fixed conditions or for testing
purposes. Other functions that depend on the state of the Present_Value or Reliability
properties shall respond to changes made to these properties while Out_Of Service ig
TRUEas if those changes had occurred in the physical input.
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Legal Value

Description

Event_State

The Event_Sta property, of type BACnetEventStatis included in order to provide a way|
to determine if this object has an active event state associated with it. If the object
supports intrinsic reportingthen the Event_State property shall indicate the event stte
the object. If the object does not support intrinsic reportitigen the value of this property,
shall be NORMALOther values: FAULODFFNORMALHIGHLIMIT, LOWLIMIT, LIFE
SAFETXLARM

Units This property contains the units associated with the Pnés€alue property.
The Reliability propertyof type BACnetReliabilitprovides an indication of whether the
Present_Value or the operation of the physical input in question is "reliable" as far as
Reliability BACnet Device or operator can determangd, if not, why. The following values are

supported:
NO_FAULT _DETECTEBRELIABLE_OTHER

Priority_Array

This property relates to Output and Value Object Types and is a read only array that
contains prioritized commands or NULLSs in the order of decregsiagty. The highest
priority (lowest array index) with a neNULL value is the active command.

State_Text

Relevant to Multistate Object Types: This property is a BACnhetARRAY of character st
representing descriptions of all possible states of thesent_Value. The number of
descriptions matches the number of states defined in the Number_Of States property
Present_Valugnterpreted as an integeserves as an index into the array.

Number_Of States

Relevant to Multistate Object Types: this pesty sets the total number of states for whic
descriptions will be returned as defined under the State_Text propéittye number of

states will be determined automatically by the largest state number used when configy
the Offset TableRefer toAppendix A.Y.

Max_Master

Relevant to BACnet MS/TP Device Object T¥pe:Max_Master propertyof type
Unsignedshall be present if the device is a master node on an MS/TP network. The vg
of Max_Master specifies the highesbtssible address for master nodes and shall be lesg
than or equal to 127. If the Max_Master property is not writeable via BACnet seritgces
value shall be 127.

Max_Info_Frames

Relevant to BACnet MS/TP Device Object Type:Max_Info_Frames propertyf type
Unsignedshall be present if the device is a node on an MS/TP network. The value of
Max_Info_Frames specifies the maximum number of information frames the node may
send before it must pass the token. If Max_Info_Frames is not writable or othersse u
configurableits value shall be 1.

Active_Text

Relevant to Binary Object Typd&sis propertyof type CharacterStringharacterizes the
intended effect of the ACTIVE state of the Present_Value property from the human
operator's viewpoint. The conte of this string is a local mattgput it is intended to
represent a humaseadable description of the ACTIVE state. For exajifilee physical
input is a switch contagthen the Active_Text property might be assigned a value such
"Fan 1 On".

Inadive_Text

This propertyof type CharacterStringharacterizes the intended effect of the INACTIVE
state of the Present_Value property from the human operator's viewpoint. The content
this string is a local mattebut it is intended to represent a huam-readable description of
the INACTIVE state. For examjifieghe physical input is connected to a switch contalcén
the Inactive_Text property might be assigned a value such as "Fan 1 Off".

Description

A character string giving more information abdhé Object associated with the
Present_Value property.

Firmware_revision

The firmware revision of the application.
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Legal Value

Description

Relinquish_Default

This property is the default value to be used for the Present_Value property when all
command priority values in the Brity_Array property have a NULL value.

Appendix D.4Units

Unit

Variation 1 Variation 2 Variation 3

Area

squarecentimeters

squarefeet

squareinches

squaremeters

Currency

Currencyl

Currency2

Currency3

Currency4

Currency5

Currency6

Currency7

Currency8

Currency9

Currency10
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Unit

Variation 1

Variation 2

Variation 3

Electrical

milliamperes

milliamps

Amperes

Amps

amperesper-meter

amperesper-squaremeter

amperesquaremeters

farads

henrys

ohms

ohm-meters

kilohms

megohms

micro_siemens

siemens

siemensper-meter

TESLAS

Volts

Voltage

Voltage

Millivolts

kilovolts

megavolts

Volt-Amperes

Volt-Amps

VA

kilovolt-amperes

kilovolt-amps

KVA

megavoltamperes

megavoltamps

volt-amperesreactive

VAR

kilovolt-amperesreactive

KVAR

Megavoltamperesreactive

MVAR

volts-per-degreekelvin

volts-per-meter

degrees-phase

PowerFactor

PF

WEBERS
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