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1 BACNET MSTPESCRIPTION

The BACnet Masteslave/TokerPassing (MSTP) driver irapients a data link protocol that uses the services of
the R$485 physical layer. See the FieldServer BACnet PIC statement for the level of conformance that this driver
implements.

All information in a BACnet system is represented in terms of objeh&e Object_ldentifier is a 3Bit code that
identifies the type of Object (also identified by the Object Type Property) and its "Instance" nuwitieh
together uniquely identify the Object within its BACnet device. Theoreti@BACnet device could haweer four

million Objects of a particular type. The Object_Name is a text stvitich has a unique capability. BACnet
devices may broadcast queries for devices that contain Objects with a specific Object_Name. This can greatly
simplify project setup.

BAQet requires one Device Object to be present in every BACnet device. The Device Object makes information
about the device and its capabilities available to other devices on the networks. BeferBACnet device starts
controlrelated communications withreother, it needs to obtain some of the information presented by the other
device's Device ObjectUnlike other Objectsthe Device Object's Instance number must be unique across the
entire BACnet internetwork because it is used to uniquely identify th€ri#f devices. It may be used to
conveniently identify the BACnet device from other devices during installation.

Standard object types are used to hold real time data and other information. Each Object Type is referenced by a
number, for example O represdn an Analog Input.

Each Object consists of a number of prescribed properties main property being the Present_Value. Objects
are monitored and controlled through their propertie§.he Analog Input Object is representative of the Objects
involved driectly with control elements and many of its Properties reflect this.

The information that follows describes how to expand upon the factory defaults provided in the configuration files
included with the FieldServer.

1.1 BTL Mark; BACnet Testing Laboratory

The BTL mark is a symbol that indicates to a consumer that a product has passed a
series of rigorous tests conducted by an independent laboratory which verifies that the
product correctly implements the BACnet features claimed in the listing. The mark is a
symbol of a highguality BACnet product. For more information about the BACnet
Testing Laboratory go ttittp://www.bacnetinternational.net/btl/.

Max Nodes Supported
FieldServer Mode| Nodes| Comments
Client 1
Server 32
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2 DRIVER SCOPE OF SIUPP

2.1 Supplied by FieldServer Technologies for this driver

FieldServer Technologi®ART # Description
FS8917-16 RJ45 to terminal connector cab

2.2 Provided by the Supplier of 8Party Equipment

‘2.2.1 Hardware

Part # | Description
BACnet Controller(s) on R85 Network

‘2.2.2 Optional Items

PART # Vendor/Manufacturer | Description
FS4301-00 | FieldServer RS232 to RS185 converter

FieldServer Technologies 1991 Tarob Court MilpGatifornia 95035 USA Web: www.FieldServer.com
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3 HARDWARE CONNECTIONS

The FieldServer is connected to tRACnet MST&s shown in connection drawing.

Configure theBACnet MSTP OO2 NRAY 3 (2 YI ydzFl OGdzZNBENRa Ay aidNHzOGAZ2Y a

FieldServer as a BACnet MSTP Client

FieldServer
+ - Gnd
| ' ® ® ——
® ® -———
+ - Gnd + - Gnd + - Gnd
Server 1 Server 1 Servern
) FieldServer as a BACnet MSTP Server
Client
+ - Gnd
[ —----
® ® -———
+ - Gnd + - Gnd + - Gnd
FieldServer Server 2 Server n

((;eldServer 08y 262299

Technologies

FIELDSERVER
BACNET MSTP
CONNECTION DIAGRAM

BASE NAME:

3 DATE: 5/26/06
FILE NAME: 8700-73 .VSD BY: MC
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3.1 Hardware connection Tips/Hints

Follow standard R&85 2wire guidelines for installationSee connection diagram below.

RS-485 2-wire Connection

FieldServer ~ m 485SDD16
@

- TD(A)
R1 J
+ . TD(B)

RD(A)

RD(B)
100 100

AN AN oo

— 12w 12w

485SDD16
TD(A)
TD(B)
RD(A)

RD(B)

R

100

SV

12W

3.2 Connection Notes

The x25 and the QuickServer do not support being configured as a BACnet MSTP client on one port and a BACnet
MSTP server on another port at the same time. The x40 and the x30 support this.

In order for this b work the BACnet MSTP server section must be configured first.

FieldServer Technologies 1991 Tarob Court MilpZatifornia 95035 USA Web: www.FieldServer.com
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4 DATA ARRAY PARAMETBER

5FdF ' NNI&a NB aLINRG202f ySdziNIfté¢ RFEGF 0dzZFFSNR FT2N) ai:
to declare the data format of each of the Data Ay facilitate correct storage of the relevant data.
Section Title
Data_Arrays
Column Title Function Legal Values
Up to 15 alphanumerig
Data_Array_Name | Provide name for Data Array P P
characters
Provide data format.Each Data Arragan only take on ong Float Bit, Uint16, Uint32
Data_Array_Forma . .
- - format. Sint16 Sint32 Byte

Number of Data Objects. Must be larger than the d
Data_Array_Length storage area required by the Map Descriptors for data pla| 1-10, 000
in this array.

Example

/[ Data Arrays

Data_Arrays
Data_Array_Name , Data_Array Formai , Data_Array_Length

DA_Al_01 , Float , 200
DA_AO_01 , Float , 200
DA DI 01 , Bit , 200
DA_DO_01 , Bit , 200
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5 CONFIGURING THE BMBEERVER ASBACNEMSTPCLIENT

For a detaileddiscussion on FieldServer configuratipfease refer to the FieldServer Configuration Manughe
information that follows describes how to expand upon the factory defaults provided in the configuration files
Ay Ot dzRSR gAGK (KS @l fidsproviieddihniEieldStresr a O0a @¢ &l vy

This section documents and describes the parameters necessary for configuring the FieldServer to communicate
with aBACnet MSTBerver.

The configuration file tells the FieldServer about its interfaaes the roding of data required. In order to enable

the FieldServer for BACnet MSTP communicatithresdriver independent FieldServer buffers need to be declared

AYy GKS o510, GKBNIRSBGAY¥E0GRYY RSOAOS | RRNBaaSh2FSEHBR (2
secton YR GKS RFIGF NBIldzZANBR FTNRY (KS aSNBWSNE ySSRa (2 oS
Details on how to do this can be found below.

Note that in the tables* indicates an optional parametewith the bold legal value bieg the default.

5.1 Specify the MAC_Address of the FieldServer

The MAC_Address is used on tlata Link (or physical) layer as the source or destination address. See section
9.1.1.2 of the BACnet ANSI/ASHREA standard for more information.

Section Title

FieldServer

Column Title Function Legal Values
System_Node_I0 Specify the MAC_Addres§tbe FieldServer| 1-254

Example

/[ Bridge

Bridge
Title , System_Node_I[
BACnet_MSTF , 11

FieldServer Technologies 1991 Tarob Court MilpZatifornia 95035 USA Web: www.FieldServer.com
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5.2 Client Side ConnectioRarameters

Section Title
Connections
Column Title Function Legal Values
Port Specify which port the device is connected to the FieldServer P1P8, R1IRZ
. 9600 19200, 3840Q

Baud Specify baud rate 76806
Parity* Specify parity Odd Even None
Data_Bits* Specify data bits 7,8
Stop_Bits* Specify stop bits 1,2
Protocol Specify protocol used BACnet_ MSTP
Poll Delay* Time between internal polls 0-32000s 1s
Timeout Application logger timeout 30s

Specify the highest MAC_Addreder Master nodes When

designinga MSTP network with multiple Master_Node devigce
Max_Master allocate the MAC_Address settings on the different devices sta| 1-127

at 1. This will allow you to specify a small Max_Master parame

and hence will improve overall network performance

Specify the maximum number of information frames the connect
Max_Info_Frames . 1-65535

- - may send before it must pass the token.

Example

1

Client Side Connections

Connections
Port ,Baud ,Parity ,Data Bits , Stop_Bits , Protocol , Poll_Delay , Timeout
R1 ,38400 ,None ,8 1 , BACnet_MSTF , 0.100s , 30s

1 P1 to P8 will require the optional R85 converter (Part # 43600)
2 Not all ports shown are necessarily supported by the hardware. Consult the appropriate Instruction manual for detajdftheailable

on specific hardware.

376800 baud is supported on the X30, X25 and ProtoCessarot on the 220and X40

FieldServer Technologies 1991 Tarob Court MilpZatifornia 95035 USA Web: www.FieldServer.com
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5.3 Client Side Nod®arameters

Section Title

Nodes

Column Title Function Legal Values

Node_Name Provide name foNode Up to 3 alphanumeric
- characters

Node_ID Specify the BACnet Device object instance. 1-16777215

Protocol Specify protocol used BACnet_ MSTP

Port Specify port P1Pg, RLR?

1-127 (for Master Nodes
1-254 (for Slave Nodes)
Use this parameter if the remote MSTP server device ig 1, 2, 3.... 16 bit positive]
another BACnet network connected via a router. numbers 5

Retries* Number of timeouts before the Node goes offline. 0,1,23

MAC_Address MAC_Address of the physical server node.

Network_Numbet

Either Node_ID OR MAC_Adddress must be specifiethe Server Node supports Whe and {Am then it is
better to use the Node_ID parameter.

Example

/I Client Side Nodes

Nodes
Node_Name , Node_ID , Protocol ,Port , Retries
DEV1 1 ,BACnet MSTF ,R1 ,2

5.4 Client SideMap DescriptorParameters

'5.4.1 FieldServer RelateMap DescriptorParameters

Column Title Function Legal Values
Name of this Map Descriptor This is used fo
Object_Name Property.Ensure that unigue name| Up to 3 alphanumeric
are configured for each deviceRefer to Appendix| characters

Map_Descriptor_Nameg

Al

Name of Data Array where datatsbe stored in the| One of the Data Array name
Data_Array_Name . .

FieldServer from Sectiord

n G2 o645k 4l gl
as speified in Sectiod
Function Function of Client Map Descriptor Rdbg Wrbc, Wrbx, Arcs

Data_Array_Offset Starting location in Data Array

4 P1 toP8 will require the optional R&5 converter (Part # 43600)
5 Not all ports shown are necessarily supported by the hardware. Consult the appropriate Instruction manual for detajdttheailable
on specific hardware.
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5.4.2 Driver SpecificMap DescriptorParameters

(Alias = Data_Type)

Column Title Function LegaNalues

Node_Name Name of Node to fetch data from One .(.)f the Nod.e names
specified inSection5.3

Object Type Type of object. Refer toAppendix D.1for more | Al, AQ AV, Bl, BQ BV, MI,

information.

MO, MV, NC

Object_hstance
(Alias = Address)

Instance of the object on the device.

0,1,2,3,XnmMmdnon

Property

The BACnet property to be read

Refer toAppendix D.2

Data_Array_Low_Scdle

Scaling zero in Data Array

-32767 to 327670

Data_Array_High_Scdle

Scaling max in Data Array

-32767 to 32767100

Node_ Low_Scafe

Scaling zero in Connected Node

-32767 to 327670

Node_High_Scate

Scaling max in Connected Node

-32767 to 32767100

Length*

Used to create an array of sequential €tij Instances
on an Object_Type.

1 to max point count of
the FieldServerl

When referencing Multistate propertiesallows the
user to specify the index of the property be read. If 1
is specifiedthe first one will be readif 2 isspecified
the second will be reacetc. If O is specifiedhe driver

0 to max number of array

Array_Index* . . items in the BACne
will return the total number (count) of array item
. . Property, -
linked to the property. If the parameter is not
specified a list of all items will be returned. Refer
Appendix A.3

. . Allows the driver to specify the write priority used
Write_Priority* pecify priorty 1.16,16

write an output.

Linked_Map_Descriptors

This parameter allows the linking of Map Descriptors
an active read or write Map Descriptor in order

construct a ReadPropertyMultiple q
WritePropertyMultiple transaction. Refer tAppendix
A9

The name of a previousl
defined active Map
Descriptor,-

Length*

When the optional Length parameter is set to a value
the Map Descriptor will include N consecutive instan
of the specifiedObject Type. For example, if a Mg
Descriptor specifie®bject_TypeAddress 4 and Lengt
3, this means that the AO instances 4, 5 and 6 will
included in the read or write transaction. Th
corresponding Data Array values are in consecu
positions in the Data Array, starting at the specifi
Data_Array_ Offset.

Any positive integer tha
falls between the rangg
of the Data_Array_Offse|
and the
Data_Array_Length a
specified in Sectio4, -
Refer also toAppendix
A9

5.4.3 Timing Parameters

Column Title | Function

Legal Valueg

Scan_Intervdl

Rate at which data igolled

0-3200Q 2s

FieldServer Technologies 1991 Tarob Court MilpZatifornia 95035 USA Web: www.FieldServer.com
Tel: (408) 262299 Fax: (408) 262269 Toll Free: (888) 54970 email: support@FieldServer.com



FS870073 BACnet MSTP Driver Manual

Pagel3of 49

5.4.4 Map DescriptorExample.

Map_Descriptors
Map_Descriptor_Name
CMD_AI_01
CMD_AI_02
CMD_AI_03
CMD_AO_01
CMD_AO_02
CMD_AO_03

Map_Descriptors
Map_Descriptor_Name
CMD_DI_01
CMD_DI_02
CMD_DI_03
CMD_DO 01
CMD_DO_02
CMD_DO_03

/I Client Side Map Descriptors

,Data_Array_Name ,Data_Array_Offset ,Function , Node Name

,DA_AI_01 ,0 , Rdbc ,DEV 1
,DA_Al_01 1 , Rdbc ,DEV1
,DA_AI_01 2 , Rdbc ,DEV 1
,DA_AO 01 ,0 , Rdbc ,DEV 1
,DA_AO_01 1 , Rdbc ,DEV1
,DA_AO 01 2 , Rdbc ,DEV 1

,Data_Array_Name ,Data_Array_Offset ,Function , Node Name

,DA_DI_01 ,0 , Rdbc ,DEV 1
,DA_DI_01 1 , Rdbc ,DEV 1
,DA_DI_01 2 , Rdbc ,DEV1
,DA_DO_01 ,0 , Rdbc ,DEV 1
,DA_DO_01 1 , Rdbc ,DEV 1
,DA_DO_01 2 , Rdbc ,DEV 1

,Data_Type ,Object_Instance
LAl 1
, Al , 2
, Al 3
,AO 1
,AO , 2
,AO , 3

,Data_Type ,Object_Instance

, Property

, Present_Value
, Present_Value
, Present_Value
, Present_Value
, Present_Value
, Present_Value

, Property

, Present_Value
, Present_Value
, Present_Value
, Present_Value
, Present_Value
, Present_Value

, Scan_lInterval
,20.000s
,20.000s
,20.000s
,30.000s
, 30.000s
, 30.000s

, Scan_lInterval
,15.000s
,15.000s
,15.000s
,30.000s
,30.000s
,30.000s
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6 CONFIGURING THE BMBEERVER ASBACNET MSTPERVER

For a detailed discussion on FieldServer configuratitease refer to the FieldServer Configuration Manual. The
information that follows describes how to expand upon the factory defaults provided in the configuration files

included with the FieldServef (§S a ®@0&a @¢ &b YLX S TAf 94 LINRPGARSR gAGK (GKS

This section documents and describes the parameters necessary for configuring the FieldServer to communicate
with aBACnet MSTelient.

The configuration file tells the FieldServer about its intezfaand the routing of data required. In order to enable

the FieldServer foBACnhet MSTBommunicationsthe driver independent FieldServer buffers need to be declared

Ay D&SAram ¢ A StaedFlel@Server virtual node(s) needs to be declared B thd { SNIWSNJ { ARS b
section and the data to be provided to thefCA Sy ia ySSRa (G2 0S5 YMapDdSdRptoh § GKS &
section. Details on how to do this can be found below.

Note that in the tables* indicates an optional parametewith the bdd legal value being the default.

6.1 Driver Specific FieldServer Parameters

Section Title

Bridge

Column Title Function Legal Valueg
Title FieldServer name Text
System_Station_Addreg TheFieldServers MAC address on the MSTP nety 1-254

Example

/I FieldServer Driver specific parameters

Bridge
Title , System_Station_Addresg
BacNet MSTP Server V1.0 , 11

FieldServer Technologies 1991 Tarob Court MilpZatifornia 95035 USA Web: www.FieldServer.com
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6.2 Server Side Connectioharameters

Section Title

Connections

Column Title Function Legal Values

Port Specify which port thelevice is connected to the FieldServer P1P8, R1R?

. 9600 19200, 3840Q
Baud Specify baud rate
pecify 76800

Parity* Specify parity None, Odd, Even

Data_Bits* Specify data bits 7,8

Stop_Bits* Specify stop bits 1,2

Protocol Specify protocol used BACnet_ MSTP

Connection_Type

Specify if the connection must be in Master_Mode or
Slave_Mode

MSTP_Master_Mode
MSTP_Slave_Mode

Specify the highest possible MAC_Address that exists on

applicable for MSTP_Master Mode connectidhs.

Max_Master MSTP network. Only applicable for MSTP_Master M 1-127
connections. (See also section 4.7)
Specify the maximum number of information frames t
Max_Info_Frames | connection may send before it must pass the token. G 1-65535

Example

Il Server Side Connections

Connections

Port ,Baud ,Parity ,Data Bits , Stop_Bits , Protocol , Timeout , Connection_Type
R1 ,38400 ,None ,8 1 , BACnet_MSTF , 30 , MSTP_Master_Mode

If the Server connection needs to operate in Slave Mode then specify

Connection_Type as MSTP_Slave_Mode

6 P1 to P8 will require the optional R85 converter (Part # 43600)
7 Not all ports shown are necessarily supported by the hardware. Consult the appropriate Instruction manual for detajdbtheailable

on specific hardware.

876800 baud is suppted on the X30, X25 and ProtoCeskat not on the X2 and X40

9 ForServer configurations the Max_Master and Max_Info_Frames parameters (or properties) can be overridden from a BACnet€ifignt by
0O 2 ¥eivey iR dstartenl, 2hié Sefaiiltkalués spetifed/in thekcdhfig@ratiéntfile will be

0KS a2 NRGS

applied

t N2 LISNI & ¢
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6.3 Server Side NodParameterg®

Section Title

Nodes

Column Title | Function Legal Values

Node_Name | Provide name foNode Up to 3 alphanumeric
- characters

Node_ID BACnet station address of physical Server node 1-16777215

Protocol Specify protocol used BACnetMSTP

Enable or disable COV for this Node. Refetppendix A.7or

Node Option* . .
—-P further information.

COV_Enable&COV_Disable

Example

/I Server Side Nodes

Nodes
Node Name ,Node ID ,Protocol 1
Virtual DEV11 11 , BACnet_ MSTF

6.4 Server SideMap DescriptorParameters

'6.4.1 FieldServer Specifiglap DescriptorParameters

Column Title Function Legal Values
Name of this Map Descriptor This is used fo
Object_Name Property. Refer &ppendix A.1
Name of Data Array where data is to be stor] One of the Data Array names fro
in the FieldServer Sectiord

n G2 o045 GF 1) NN
specified in SectioA

Function Function of Server Map Descriptor Passive

Map_Descriptor_Name Up to 3 alphanumeric characters

Data_Array_Name

Data_Array_Offset Starting location in Data Array

6.4.2 Driver SpecifictMap DescriptorParameters

Column Title Function Legal Values
One of the Node Names specified in
Node_Name Name of Node to fetch data from . pectiied 1
Section6.3.
Object Type . Al, AQ AV, Bl, BQ BV, MI, MO, MV, NC.
; Data type in Controller .
(Alias = Data_Type) Refer toAppendix A.1

100nly one Server Node may be defined for each connection. For information on support for multiple virtual server nodesglen a si
connection please contact thelés Department.”
11 Note that Port is not declared in the Server Side Nodes
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Column Title

Function

Legal Values

Object_hstance
(Alias = Address)

Instance of the Object on the Device.

0,1,2,3Xnmcpnono

Units*

The object units

Refer toAppendix D.3m2

Data_Array_Low_Scale

Scaling zero in Data Array

-32767 to 327670

Data_Array_High_Scale

Scaling max in Data Array

-32767 to 32767100

Node_ Low_Scale*

Scaling zero in Connected Node

-32767 to 327670

Node_High_Scale*

Scaling max in Connected Node

-32767 to 32767100

Active_Text*

Specify the Active Text property of th
Object

Any text string of length up to 4
charactersActive

Inactive_Teilz*

Specify the Inactive Text property of th
Object

Any text string of length up to 4
charactersinactive

Relinquish_Default

Specify the value to be returned 4
Present_Value on startup or when contr
is relinquished. Must be specified f
outputs. Refer tAAppendix D.2

Any Float value

Length*

Used to create an array of sequenti
Object_Instances on an Object_Type.

1 to max point count of the FieldSeryg
1

Notification_Class*

Specify the Mapdescriptor_Name of th
Notification_Class Object that manag
Intrinsic Reporting for this Map Descriptg
Refer toApperdix A.7

One of the
Mapdescriptor_ Names of type N
(Notification Class). Objects are n
available to any NC if left out.

configred

Ack_Required*

For a Noatification_Class Objecspecify
whether EventNotifications require a usq
Acknowledgement. Refer tappendix A.7

YesNo

COV_Increment*

For a Server Map Descriptor of type AO
Al, initialize the COV_Increment propert
Refer toAppendix A.7

Any Float valugd

Input_alarm_State*

For binary points the user can spec
which of the states (0 or 1 regard as an
alarm state.

01

Description*

{LISOATFe (KS 202501 ¢
E.g.Room Tempg, Refer toAppendix A.7.3

Any text string of length up to 4
characters If not configured defaults
to Object_Name

Process_ID*

The handle of a processwithin the
recipient device that is to receive the eve
notification. Refer tAAppendix A.7.6

Any Unsigned integer,

Notification_Class_MD

This is theNotification Class map
descriptor governing the sending of Even
Notifications (Intrinsic AlarmingRefer to
Appendix A.7.6

Map Descriptor defined peAppendix
A7

12 See the BACnet DFS to determine if a particular object supports this property
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6.4.3 Map DescriptorExample.

/I Server Side Map Descriptors

Map_Descriptors
Map_Descriptor_Nam: , Data_Array_Nam: , Data_Array_Offse , Function , Node_Name

SMD_AI_01 ,DA_AIl 01 ,0 , Passive , Virtual DEV 11
SMD_AI_02 ,DA_AIl 01 1 , Passive , Virtual DEV 11
SMD_AI_03 ,DA_AIl 01 , 2 , Passive , Virtual DEV 11
SMD_AO_01 ,DA_AO_01 ,0 , Passive , Virtual DEV 11
SMD_AO_02 ,DA_AO_01 1 , Passive , Virtual DEV 11
SMD_AOQO_03 ,DA_AO 01 , 2 , Passive , Virtual DEV 11

Map_Descriptors
Map_Descriptor_Nam: , Data_Array_Nam: , Data_Array_Offse , Function , Node_Name

SMD_DI_01 ,DA_DI_01 0 ,Passive , Virtual DEV 11
SMD_DI_02 ,DA_DI_01 1 , Passive , Virtual DEV 11
SMD_DI_03 ,DA_DI_01 2 , Passive , Virtual DEV 11
SMD_DO_01 ,DA_DO_01 0 ,Passive , Virtual DEV 11
SMD_DO_02 ,DA_DO_01 1 , Passive , Virtual DEV 11
SMD_DO_03 ,DA_DO_01 2 ,Passive , Virtual DEV 11

, Object_Type , Object_Instance
LAl 1
Al ,2
LAl , 3
, AO 1
,AO , 2
,AO , 3

, Object_Type , Object_Instance

, Units

, DegreesFahrenheit

, DegreesFahrenheit

, DegreesFahrenheit

, percentrelative-humidity
, percentrelative-humidity
, percentrelative-humidity
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Appendix AUseful Features

Appendix A.1BACnet object names

When an external BACnet Client builds a ligsDbfect Namegthe BACnet Server Map Descriptor names determine
the BACnet Object Name. If the Map Descriptor length is greater thine Dbject Name will be suffixed with the
index into the Map Descriptor. For exampiiethe Map Descriptor name is SMBI_01 and the length,3hen the
Object Names will be SMD_AI_01[BMD_AI_01[1] and SMD_AI_01[2].

It is important thatunique Map Descriptor names are created for each device to ensure that the Object Names are
unique.
Appendix A.2Network number

If multiple BACnetNodes are specified on the Server sidee FieldServer automatically defaults to virtual
operation. In effectthe FieldServer simulates a software router. BACnet identifies this FieldServer using a

O2Yo0AYylLGA2Y 2F AGQa y S g 2TNg defguiavedvdrihumbeRof 4 Rieldgetvér islB.R R NB & & d

there is more than one FieldServer on a BACnet intranet with multiple nédesiefault network number of the
additional FieldServers will need to be changed and a unique number allocated to each

A unique network number will need to be assigneblath of the following conditions are true:

e The FieldServer has multiple BACnet Server nodes.
e There is more than one FieldServer on a network which includes multiple BACnet nodes.
To override the FieldSesWNR & RS T dzf G igclhde ghe ilbwing oietié cemigummtion file:

Section Title

Bridge

Column Title Function Legal Valueg
Title FieldServer name Text
Network_number*| Specify a unique network number if there are multiple virtual Senosfes. | 1-65534, 5

Example

/I FieldServer Driver specific paramete

Bridge
Title , Network_Number
BACnet Server ,6

Note: While it is theoretically possible to have up to 65535 virtual noddés recommended that a maximum o23
is configured. If an application requires the configuration of more thawirBual nodes please consult FST.

Note 2 If an application demands multiple BACnet IP Server nodes and multiple BACnet MSTP Server Nodes
simultaneously, they will at present appear with the same virtual network number. This creates a potential
conformance problem if there is an external BACnet router connecting the BACnet IP and BACnet MSTP networks
to which the FS is also connected, as duplicate virtual networks with the satwork number would then exist in

the BACnet network, which is not permitted. Please contact FST for assistance.
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Appendix A.3Accessing Data from BACnet Properties comprising Arrays of Values

Some BACnet Object properties (e.g. Priority_Arrayparays of values (the Priority_Array property is an array of 16 values). In order to read a specific arraiieentry
Array_Index must be specified in the Map Descriptor. Array_Index is a Client Side Map Descriptor function

The following example showscanfiguration that will read the Priority_Array value at Array_Indge€fonging to Analog Output 1.

Map_Descriptors
Map_Descriptor_Name , Data_Array Name , Data_Array Offsel , Function ,Node Name ,Data Type , Object ID , Property , Array_Index
CMD_AI 01 ,DA_Al_01 ,0 , Rdbc , DEV01 , AO 1 , Priority_Array ,7

Details of the relevant BACnet properties and their associatealys can be found in the BACnet Protocol Spec.
If no Array_Index is specified, then the entire property (i.e. the entire BACnet Array) is returned.
The Data_Index parameter functions as follows for ReadPropertyMultiple or WritePropertyMultiple reqinestshe Client Map Descriptor length N is greater than 1.:

e When an Array_Index is specified, the ReadPropertyMultiple or WritePropertyMultiple request will iterate through N sudegagiimdex values for the given
Object and Property (e.g. Priority Ayrindex 1 to 16 of Analog Output 1)

e When no Array_Index is specified, the ReadPropertyMultiple or WritePropertyMultiple request will iterate through N sudObgsitdnstances, reading the
specified Property from each successive object (e.g. Presém daAnalog Output 1 to Analog Output 16)

Appendix A.4FieldServer implementation of BACnet priority Arrays

When BACnet Output objects are written to the Server side of the FieldSarvassociated write priority is given to each write value. When the FieldSeogaives the
write value it stores it to the Map Descriptor Priority Array Table at the specified priority. The Priority Array Table is then scahtiexlvalue with the highest priority
is stored to the Data Array location specified by the Map Detsrrip

2 KSYy | 2NRGS awSt Ayl dzitie kR s reOaved ¥dmyttie Priosity ANE T&ble @ndl fhe next highest value from the Priority Array Table is stored
to the Data Array.

LT Fff O tdSa KPS 0SSy awbhld kg A BKS RaEl DNRYE GNISLIG NRE NKWi Bt A WINdzRA /€ 15 ST dzf (¢ ¢
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Appendix A.4.1.
t NA2NRGE !

Accessing Priority Array information

¢KS NNI & GFrofS FyR Ada aLyw! 85¢

0 2 NJ b, &nid cannStiie agtdissi dirécB/Fhe inférmalticin 8an I NB

be accessed indirectly by specifyihg followingData Arrayswhichwill maintain an exact copy of the Priority Array Table for the Map Descriptor.

locations 1 to 16 the different entries of the Priority Array Table.

Section Title

Map_Descriptors

Column Title Function LegaNalues
DA_Pri_Array Name of Data Array where the Priority Array Table will be stored. Location 0 is the Relinquish Default vg Up to 16 alphanumeriq

characters

DA_Pri_Array Offsét | Starting location in Data Array.

1-65535,0

Name of Data Array that indicates if a particular Priority Value is in use. Location 0 indicates whether the R¢

DA _Pri_In_Use . L . . L
- - - Default has been set and locations 1 to 16 indicatethbr the index is in use (19r Relinquished (0).

Up to 16 alphanumerig
characters

DA_Pri_In_Use_Offset Starting location in Data Array.

1-655350

/I Analog Output Map_Descriptor for testing Priority Arrays

Map_Descriptors
Map_Descriptor_Nam:, Data_Type , Object_ID , Function , Data_Array_Nam:, Data_Array_Inde: , Node_Name , Length , Relinquish_defaul , DA_Pri_Array
CMD_AOP_1 ,AO 1 , Passive ,DA_OUT ,0 ,N111 1 ,40.56 ,DA_Pri_Array_:,0

, DA_Pri_Array_Offse , DA_Pri_In_Use ,DA_Pri_In_Use_Offs
,DA_Pri_in_use_ ,0
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Appendix A.5Relinquishing Control of a Point as a Client

It is possible to relinquish control of a point by writing a null to the correct priority level. The following exampiatdkibow this is done.

Map Descriptor CMD AO is a Read
Map Descriptor that will write at
priority 7 if a writethrough occurs

Map_Del«fiptors

Map_Descriptor_Name , Data_Type , Function , Scan_lInterval , Data_Array_Name , Data_Array Index , Node_Name , Address , Length , Write_Priority , Service

CMD AO , AO , Rdbc , 1.0s , DA AO , 2 ,N11 , 1 , 1 .7 -

CMD AO R‘\el , AO , Wrbx , 1.0s , DA AO , 3 ,N11 , 1 , }l\ .7 , Relinquish
_/

_

Map DescriptoiCMD AO Rel is a Writm-Change

Note that thelengthmust be 1.

Map Descriptor that will write a NULL at priority 7
(i.e. release Priority Array entry 7) when written tg

Appendix A.6BACnetStateText Prelod

BACnhet Multistate Objects have a State_Text property. This property is defined aswarofacharacter strings representing descriptions of all possible states of the
Present_Value. The number of descriptions matches the number of states defined in the Number_Of_States property. The/Ritesémierpreted as an integer

serves as an indeinto the array.

When Multistate Objects are configured on a BACnet server it is necessary to define the State_Text property. This sictitas iHow to define the State Text

character strings and how to associate these definitions with MultistateeséMap Descriptors.

The maximum permitted length of any State Text string is 50 characters.
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Appendix A.6.1.

Method 1 ¢ Using an Offset/User Table:

Offset_Table

Offset_Table _Name
FIRE_ALRM_TEXT
FIRE_ALRM_TEXT
FIRE_ALRM_TEXT
FIRE_ALRM_TEXT
FIRE_ALRM_TEXT
FIRE_ALRM_TEXT

/Iset up a look up table

, Table_String
, SYSTEM REAI , 1
, ALARM .2

, MAINTENANCI , 3
, OFFLINE 4
,INSERVICE ,5
, OTHER ,6

, Table_Index_ Valug

~—
Valid values are 1
to 16.

Data_Arrays

DA_MI_01

Data_Array Name , Data Format , Data_Array_Length
, UINT16

, 100

Map_Descriptors

CMD_MI_01

Map_Descriptor_ Name , Data_Array Name , Data_Array_Offset , Function

,DA_MI_01 .0

,Node_Name ,Data_Type ,Object ID ,Length ,State_Text Array
,N111 , Mi 1 1 , Fire_Alrm_Text

, Passive

7 Appendix A.6.2.

Method 2 ¢ Using a Single Data Array:

Data_Arrays

DA _MI_01
DA_STATE_TXT

Data_Array_Name , Data Format , Data_Array_Length
, UINT16
,BYTE

, 100
, 200

Preloads

DA_STATE_TXT

Data_Array_Name , Preload_Data_Value
, MyStatel MyState2 MyState3 MyStatblyyState5 MyState6 , String ,0

, Preload_Data_Forma , Preload_Data_Inde

Map_Descriptors

CMD_MI_01

Map_Descriptor_Name , Data_Type , Object ID , Function ,Data_Array Name ,Node Name ,Length , State Text Array

, M 1

,N111 1 , Da_State_Txt

, Passive ,DA MI_01
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Appendix A.6.3.

Using Intrinsic Reporting for a Multistate Value

To use Intrinsic Reporting for a Multistate valiteis necessary to classify each of the states as either Normal
Alarm or Trouble. This is done by addampther column to the Offset_Tahlealled Table_User_Value. Each state
is then classified by inserting one of the following values in its row:

0 = normal

1=alarm

2 =fault
/Iset up a look up table
Offset_Table
Offset_Table Name ,Table String , Table Index_Value , Table User Valug
FIRE_ALRM_TEXT , SYSTEM REAIL , 1 ,0
FIRE_ALRM_TEXT , ALARM , 2 1
FIRE_ALRM_TEXT , MAINTENANCI , 3 , 2
FIRE_ALRM_TEXT , OFFLINE 4 , 2
FIRE_ALRM_TEXT ,IN SERVICE ,5 ,0
FIRE_ALRM_TEXT , OTHER ,6 , 2

Note: The state value (Table_Index_Value) is an enumerated value between 1 and 16. Zero is not a valid value, but
since many client side configuratiomsll wake up with values of zero, the BACnet server will treat a value of zero
as a normal value (i.e. not as an alarm or fault value)

Appendix A.7COV andntrinsicReporting

The COV (Change of Value) and Intrinsic Reporting services are two distinct ways in whiickalpes can be
reported to a client workstation as they change, i.e. in an exiiten opposed to a polling method. This can
increase performance dramatically compared to polling method alone. It also reduces network traffic significantly.

For BACneMISTP, only MSTP Master Nodes support COV and Intrinsic Reporting

The services are suited to different purposes:

COV is suited to value updates. On analog points the sensitivity can be set using the COV_Increment
property. Only changes larger than tB®V_Increment value will be reported.

Intrinsic Reporting is used for alarming. It is implemented via Notification_Class objects, which can
receive subscriptions from client workstations that add themselves to the RecipientList property of a
Notification_Class  object. Notifications are done using ConfirmedEventNotification or
UnconfirmedEventNotification. Intrinsic Reporting also allows for alarms to be acknowledged (using the
AcknowledgeAlarm service) and for all subscribed client workstations to bdiedotof alarm
acknowledgements (using EventNotifications of type ACK_NOTIFICATION).
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Appendix A.7.1. Notes on COV configuration:

COV functionality is nagnabledby default for MSTP. The Node_Option parameter can be configured to
enable or disable COV. An example apnfition is presented imMppendix A.7.4 Systems using
BACnet/IP or BACnet/Ethernet to BACnet/MSTP routers may not function reliably if COV functionality is
enabkd as the router will make the MSTP device appear as a BACnet/IP or BACnet/Ethernet device, which
could lead the BACnet Workstation to expect unrealistic throughput performance when subscribing to
multiple points. It is recommended only to enable COV fiomatlity on MSTP systems if the Client device
communicates directly via MSTP, or if the user knows that the throughput issue will not arise.

COV functionality (SubscribeCOV service) only applies to the Present_Value and Status_Flags properties of
BACnetObjects- the SubscribeCOVProperty service is not supported by the FieldS€z@y. only works

for BACnet Map Descriptors with length set to lletfgth is not specifiedthen it defaults to 1, so this is

only a problem where length has been speciféedgreater than 1.

For analog Server Map Descriptors the user may optionally configure a COV_Increment value to adjust the
reporting threshold. If it is not set the COV_Increment defaults to zero.

COWotifications are generated for all data objects fonieh a remote client has issued a SubscribeCOV
Request. The SubscribeCGB¥quest regulates whether Notifications are Confirmed or Unconfirmed. The
remote Qient may also write the COV_Increment property in order to control the deadband for changes
in anabg values. The COV_Increment property can be initialized via the configuration file by setting the
COV_lIncrement Map Descriptor PropertyheTvalue set by the configation is an initial value that is
loaded on startup.lt would be replaced pany new alue written by the Gent

Appendix A.7.2. Notes on Intrinsic Reportingonfiguration

Intrinsic Reporting is managed by Notification Class objects. At least one Naotification Class object must be
configured for Intrinsic Reporting to work.

Each Data_Object that is to beonitored by Intrinsic Reporting must be linked to a Notification Class
object via the Notification_Class Map Descriptor Property. For analog points alarm limits must be set up
and for binary pointsthe Input_Alarm_Statéspecifying which binary valué ¢r 1) to regard as the Alarm
state) must be set up

The Notification_Class object contains properties that allow a client workstation to modify rules governing
eventreporting, such as event_typealays of weekstart and end times etc.

The RecipientListre not stored permanently but are kept in volatile memory, and subscriptions must be
renewed on system restart

A permanent static RecipientList may be configured directly on the FieldServer, eliminating the need for a
remote workstation to modify théRecipientList in order to receive Event Notificatiotising this option
makes the RecipientList reamhly, i.e. it can then only be modified via the FieldServer config.csv file.
Refer toAppendix A.7.6
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Appendix A.7.3.

Map Descriptor Example COV

/I Change of Value

Map_Descriptors

SMD_NC_01

,DA_NC_01

,0

Map_Descriptor_Nam , Data_Array_Nam , Data_Array_Offse, Function , Node_Name
, Passive , Virtual_Dev_1:,NC

, Data_Type, Object_IC, Ack_Require!
,01 -

Map_Descriptors

SMD_AI_01

,Room Tem, DA_AI_01

,0

.01 - -

Map_Descriptor_Nam, Description, Data_Array_Nanm, Data_Array_Offsi, Functior, Node_Name , Data_Typ, Object_IL[, Relinquish_Defai, State_Text_Arre, Notification_Clas, High_Alarn, Low_Alarn, Input_Alarm_Stat, Confirme(, COV_Increme
, Passive, Virtual_Dev_1, Al

,SMD_NC_01 ,100 ,10 5= ,Yes ,1.0

‘ Appendix A.7.4.

Map Descriptor ExampleEnable or Disable COV

Nodes
Node_Name ,Node_ID
Virtual_Dev_11 ,11

, Protocol , Node_Option
, BACnet_MSTF ,COV_Disable

Appendix A.7.5.

Map Descriptor Example Intrinsic Reporting

/I Notification class Objects

Map_Descriptors

Map_Descriptor_Name ,Data_Array_Name ,Data_Array_Offset ,Function ,Node_Name ,Object_Type ,Object_Instance ,Ack_Required

SMC_NC_01 ,DA_NC_01 ,0 ,Passive ,Virtual DEV11 ,NC 1 .Yes

SMC_NC_02 ,DA_NC_01 1 ,Passive ,Virtual DEV11 ,NC ,2 ,No

Map_Descriptors

Map_Descriptor_Name ,Data_Array_Name ,Data_Array_Offset ,Function ,Node_Name ,Object_Type ,Object_Instance , Notification_Class

SMD_AI_01 ,DA_Al_01 ,0  Passive ,Virtual DEV.11 Al 1 ,SMC_NC_01

SMD_AO_01 ,DA_AO_01 ,0 ,Passive ,Virtual DEV11 ,AO 1 ,SMC_NC_02

Map_Descriptors

Map_Descriptor_Name ,Data_Array_Name ,Data_Array_Offset ,Function ,Node_Name ,Object_Type ,Object_Instance , Notification_Class

SMD_DI_01 ,DA _DI_01 ,0 ,Passive ,Virtual DEV11 ,BI 1 ,SMC_NC_01

SMD_DO _01 ,DA_DO_01 ,0 ,Passive ,Virtual DEV11 ,BO 1 ,SMC_NC_02
Appendix A.7.6. Setting the Priority of Intrinsic Alarming

Section Title

Map_Descriptors

Column Title Function Legal Values

Pri_To_Off_Normal | Priority for off normal events Refer to table below

Pri_To_Normadl Priority for normal events | Refer to table below

Pri_To_Fautt Priority for faults Refer to table below
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A BACnet EventNotification messagmntains a Priority field indicating the priority of the event being reported. The Priority values to be used are configuites
Priority property of the Notification Class object, using the configuration file parameters Pri_to_offhémado_normahbnd Pri_to_fault, which determine the priorities
to be used respectively for all wffnormal, to-normal and tefault transitions reported via the Notification Class object.

Priority Values should be chosen as follows:

Alarm and Event Priority] Network Prrity
00-63 Life Safety Message
64-127 Critical Equipment Messag
128191 Urgent Message
192-255 Normal Message
Appendix A.7.7. Map Descriptor Example Set up a Permanent Static Recipient List

A permanent static RecipientList may be configured directly onRib&Server, eliminating the need for a remote workstation to modify the RecipientList in order to
receive Event Notifications. Using this option makes the RecipientLisordggdi.e. it can then only be modified via the FieldServer config.csv file.

Ths is done by adding an Event_Receiver sectidgha@aonfig.csv. His section must appear after the definition and all other references to the relevant Notification Class
object.

This is the Notification Class

ik IDEseilsitee map descriptoigoverning the
Map_Descriptor_Name ,Data_Array_Name ,Data_Array_Offset , Function ,Node_Name ,Object_Type ,Object_Instance , Ack_Required sending of Event Notifications

BACNCP1 ,DA_NC_01 ,0 , Passive ,Virtual DEV11  ,NC 1 , No o X
(Intrinsic Alarming)

Notification Class Objects are configured as Map Descriptors. Each Notification Class Object maintains a RecipientyisthiRriopnay contain multiple destinations.
Each destination is configured as an Event_Recaiter the relevant Notification Class Object has been configured.

Map_Descriptors This is a BACnet Object tha|
Map_Descriptor_Name , Data_Array_Name ,Data_Array_Offset ,Function ,Node_Name ,Object_Type ,Object_Instance , Notification_Class , Low_Alarm , High_Alarm will rep ort its alarms via the

QVD_AI_01 ,DA_AI_01 , 10 ,Passive ,Virtual DEV.11 Al 1 , BAC_NCPL , 20 ,30 ;N .
Notification Class map

descriptor BAC_NC_P1

Event_Receiver . / This section sets up RecipientList entries for the defined Notification Class m
Node_Name , Node_ID , Protocol , Process_ID , Notification_Class_MD , Adapter< . . .

ows_o1 10 'BA®et MSTP . 12345 "BAC_NC_P1 NI descriptor. It must appear at the end of the configuration, after all other
owSs_02 |12 , BA@et_MSTP , 56789 ,BAC_NC_P1 N1 references to the Natification Class map descriptor.
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Appendix A.8Factors Determining the Reliability Property
The Reliability Property of a BACnet object in a Server configuration is determined as follows:

e For Multistate Inputs, Outputs and Values, the Reliability property is set to MULTI_STATE_FAULT (9) when
the Preseh Value of the object corresponds to an entry in the Fault_Values property of the object, as
configured by the State_Text table in the configuration file.

e For all object types, the Reliability property is set to COMMUNICATIONS FAILURE (12) when the
responsble Server Node is offline.

e When neither Condition 1 nor Condition 2 is met, the Reliability property is set to NO_FAULT_DETECTED
©)

Appendix A.9Specifying ReadPropertyMultiple and WritePropertyMultiple Transactions Jsing
Linked Map Descriptors

The ReadPropertyMultiple (RPM) and WritePropertyMultiple (WPM) BACnet services allow many objects and
attributes to be read and written in a single transaction. Since FieldServer Map Descriptors can only refer to a
single object type and address range, a RRMAMPM transaction can be constructed by linking multiple Map
Descriptors. This is done using the following components:

e an active read or write Map Descriptor that defines the behavior of the RPM or WPM transaction via:

e Function, e.gRdbg Arcs, WrbcWrbx
e Scan_interval
e Timeout
e Length
e any number of Linked Map Descriptors specifying additional objects and data array locations to be
included in the transaction. Each Linked Map Descriptor is specified with the following settings:
e Linked_Map_Descriptor this is a reference by name to the active Map Descriptor described above, which
controls the transaction
¢ Function- Passive_Client
e Length
The number of Linked Map Descriptors is limited by the maximum message length allowed for the BACnet driver in
guestion.When too many Map Descriptors have been linked a SEGMENTATION_NOT_SUPPORTED error message
will be generated on the first poll attempt. This message will recommend splitting the RPM or WPM transaction
into multiple transactions, e.g.

DRV>BACnet : Linkelllap Desc. "CMD_WPM" is too long.
Message Segmentation not supported.
Please split the transaction into multiple Linked Map Descriptors.
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Example:

Map_Descriptors
Map_Descriptor_Name¢, Object_Type, Property , Function , Data_Array_Nam, Data_Array_Offse, Node_Name, Address, Length , Write_Priority , Linked_Map_Descriptd
CMD WPM , AO ) - , Wrbc , DAWPM , 0 ,N11 , 1 , 2 .7 , -

—

Configure an active read or write Map Descriptor @ik it a
unigue name. This Map Descriptor will be referred to by all other
Map Descriptors forming part of the multiple property transaction

Gonfigure a Map Descriptdor each Object and Property. These
are component Map Bscriptors forming part of the compositdap
Descriptor CMD WPM above

Map_Descriptor_Nam , Object_Typ¢, Property , Function , Data_Array_Nam , Data_Array Oftt , Node_Name, Address, Length, Write_Priority , Linked_Map_Descript
CMD WPM 1 , AO e , Passive_Clier, DA WPM , 3 ,N11 4 , 3 ,8 , CMD WPM
CMD WPM 2 , AO .- , Passive_Clier, DA WPM 7 ,N11 , 8 4 , 10 , CMD WPM
CMD WPM 3 , Device , Max_Master , Passive_Clier, DA WPM , 12 ,N11 1 1 , 10 , CMD WPM
CMD WPM 4 , Device , Max_Info_Frame, Passive_Cliei, DA WPM , 13 ,N11 1 1 , 10 , CMD WPM
CMD WPM 5 , BO e , Passive_Clier, DA BOP ,0 ,N11 , 0 , 10 , 11 , CMD WPM

Set the functionto Passive_Client SetLinked_Map_Descriptor to the
name of the active read or write Map
Descriptor governing the transaction

/ ReadPropertyMultiple

Map_Descriptors

Map_Descriptor_Nam , Object_Typt¢, Property, Function, Data_Array_Nam , Data_Array _Inde, Node_Name, Address, Length, Write_Priority , Linked_Map_Descript(
CMD RPM , AO )= ,Rdbc , DA RPM , 9 ,N11 , 1 , 2 ) - )

Map_Descriptor_Nam , Object_Typ¢, Property , Function , Data_Array_Nam , Data_Array _Inde, Node_Name¢, Address, Length, Write_Priority , Linked_Map_Descript
CMD RPM 3 , Device , Max_master , Passive_Clier, DA RPM ,0 ,N11 ,1 1 ) , CMD RPM

CMD RPM 4 , Device , Max_Info_Frame, Passive_Cliei, DA RPM ,1 ,N11 ,1 1 ) , CMD RPM

CMD RPM 2 , AO , - , Passive_Cliel, DA RPM , 2 ,N11 , 8 4 , - , CMD RPM

CMD RPM 1 , AO , - , Passive_Cliel, DA RPM ,6 ,N11 ,4 , 3 , - , CMD RPM

e

These map descriptors form part of the read transaction defined |
Map Descriptor CMD RPM above
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Notes:

For the Present_Value property it is permissible to set a Map Descriptor length >1. This will cause a read of the Piresspnbp€ety of consecutive BACnet objects of
the type defined by this Map Descriptor

The number of properties that can be readvaritten at once is limited by the maximum APDU message length.

Message segmentation is not supported.
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Appendix A.10Update Property Function

The Update Property parameter may be configured on a BAGemer Map Descriptor in order to allow a
property other than the Present_Value to be updated in addition to the Present_Value when the Data Array value
changes.

Warning:this is a highly specialized function only to be used under very particular circumstances, by users with a
detailed understandig of BACnet and of what is to be achieved.

‘ Appendix A.10.1. Supported values:
e Present Value (default operation)

e Relinquish_Default

‘Appendix A.10.2. Mode of Operation when used for the Relinquish_Default property:

When the FieldServer starts up, the standard BACnet operation for AOB@Vand BV objects is that the
Present_Value of the object is set to the configured Relinquish_Default value. This may not be desirable in
Gateway situations where the BACnet communications module (i.e. the FieldServer) may restart independently of
the cortroller with the physical outputs.

Instead, it is possible to use the Update_Property setting to initialize the Relinquish_Default property using the
actual field Present_Value read from the Client Side device, so that a restart achieves two importantesit

e The Client side outputs are not modified

e The current state of the Client Side output can be read via the Relinquish_Default property. This is
especially useful since the BACnet specification makes no provision for Feedback Values on analog
objects

Depending on the function of the Client Side Map Descriptor there are slightly differing behaviors.

e RDBC If the Client Side Map Descriptor is configured with the RDBC function, then every read operation
will cause the Relinquish_Default property on tha@et Server side to be updated to match the new
Present_Value.

e ARSrecommended} If the Client Side Map Descriptor is configured with the ARS function, then only the
startup read operation (which occurs on FieldServer restart, or if the Client Sidehdedpne offline and
is being recovered) will cause theRelinquish_Default property on the BACnet Server side to be updated to
match the new Present_Value.

Restrictions:

This function cannot yet be used in conjunction with Complex data types.

Appendix A.11Disablingselected BACnet services
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Certain BACnet services can be disabled on a BACnet Server Node when specific requirements necessitate this:

e COV-certain BACnet MS/TP routers struggle to keep up with the bidirectional traffic that can result from
many COVSubsba requests in quick succession. In this case, better results might be obtained by turning
COV off.

e WritePropertyMultiple (WPM} when the user requires writes to the BACnet Server to be acknowledged
only once Client Side writes have succeeded, WPM igtuoff.

These services can be disabled individually or together by listing them under the optional "Disabled_Services
parameter of the Node configuration section, separated by a space if more than one function is listed. When a
service has been disablethe BACnet Server Node will reject a corresponding service request with the reason
! yNBO23yAl SR { SNBA OS¢ o

The following values may be used under Disabled_Services:

e WPM (disable support for the WritePropertyMultiple service)
e COV (disable support for theilsscribeCOV service)

Examples:

1. Disable WPM only

Nodes
Node Name , Node_ ID , Protocol ,Disabled_Service
NN 01 1 , Bacnet_IP , WPM

2. Disable COV only

Nodes
Node_Name ,Node ID , Protocol , Disabled_ Service
NN 02 , 2 ,Bacnet_IP ,COV

3. Disable WPM and COV

Nodes
Node_Name , Node_ID , Protocol ,Disabled_Service
NN 03 .3 , Bacnet_IP , WPM COV
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Appendix A.12Using a .ini file to set the Vendor_ID and Vendor_Name of the Device Ol ject

The vendor.ini filecan be used to change the BACnet Vendor Name and Vendor ID if desired. A file with the
F2€€26Ay3 F2NNI G Ydad 6S ONBFGSR FyR R2éyt2FRSR G2 (KS
command.

vendor_name = Sierra Monitor Corporatic
vendor id = 37

Please note that changing the Vendor_ID and Vendor_Name on FieldServer BTL approved products may disqualify
them from the BTL approval.
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Appendix BTroubleshooting

Appendix B.1.Debugging a BACnet connection

e |If duplicate Object_Instances are configured in thieldServerthe second call of the Instance will
2OSNBNAGS GKS FANBRG 2ySo ¢KAa YIF& OFdzasS I+ .!/ySi

e |If the Node Name configured on the BACnet Server Side of the configuration is not being indicated as the
Device Name othe BACnet SADA systemthen the FieldServer is not communicating with the SCADA
system. If theDevice Object':iame is being indicatedut the Present_Value shows question marks
then it is likely that the Client side of the FieldServer is not communicating.

e Extra memory is required to store Map Descriptors that have the active/inactive text parameters
specified. If the defaults are appropriatdo not specify these parameters. This will save memory and
allow more Map Descriptors to be created

e When a BACnet_ MSTRPommection is configured as a serydt is better to use onnection_type
MSTP_Slave_Node. The only time when a server connection must be a Master_Node is when alarming
has been established on the FieldServer.

e When a FieldServer/ProtoCessor is configuredsupport MSTP virtual server nodes the firmware
achieves this by implementing a virtual router and thus a network number is required so that it can
expose its nodes to external devices as belonging to a specific network. (The default is network 5 if not
specified). This network number is defined on the bridge descriptor as Network_Number. It must be
unique for a site. Refer also Appendix A.2

Appendix B.2COV Configuratio

e COV has to be enabled if required for MSTP. Refappendix A.7or more information.

e COV only works for BACnet Map Descriptors with length set tdehdthis not specifiedthen it defaults
to 1, so this is only a problem where length has been specified as greater than 1.

Appendix B.3BACnet Specific Statistics
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Sequence Error

Stat Description Resolution
It is normal to receive a few link contro
. ! Gz tAy] O2y i messages. If the number is higher than f{
Link Control . . .
send or received. transmit/receive messagehowever, there may
be a problem with lost communications..
This is not an error.BACnet clients often poll 4
Unsupported A request for an unsupported propert . . . :
. . properties of a particular object to determin
Properties was received . .
which properties are supported.
Data was requested but the respony _ . . . .
. : . P | This is not an error the BACnet client will use
Segmentation would have exceeded the maximum sij .
| different method to read data from the
Not Supported | of the APDU and could not be sent usi| _.
FieldServer.
an un-segmented message.
Invoke ID of a reply did not match th You should not see this message. It norm

Invoke ID of the poll.

indicates a configuration error.

Write
Denied

Access

A write to an object was denied.

This typically happens when trying to write to
Input Object that is not OuOf-Service. It is no
possible to write to Input Objects.

Exception Errors

A BACnet Service was denied becaus

is not supported

Consult the PIC statement to determine wh
services are supported.

Appendix B.4BACnet Specific Error Messages

receive buffers

Temporarily out of

than it could handle.

This typically occurs when
workstation discovers a large network resulting in mg
Who-ls and {Am broadcasts. The FieldServer will reco
from this, but some timeout errors cid result.

Message .

.g. Cause Suggested Resolution
Description
Bacnet IP DL| TheFieldServer was flooded with more BACnet IP pac| Take action only if the erro

is continuous in which cas
the network load must beg
analyzed and corrected.

Appendix B.5BACnet ErroRespons®ecoding

BACnet reports errors in the following format:

T02>10/22 02:57 HEXDUMP : ERROR_PDU
T02> 10/22 02:57 0x19d2d 50 97 0f 91 02 91 2a
T02> 10/22 02:57 BACnet Unexpected ERROR_PDU : err_class=2 err_code=42

These can be decodausing the following tables:

Appendix B.5.1.

Device 0

Object

Property

Resources

Security

G b W|N| -

Services

BACnet ErrolCLASS
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Appendix B.5.2. BACnetError CODES for Error Class OBJECT
Other 0
Authenticationfailed 1
Configurationin progress 2
Devicebusy 3
Dynamiccreationnot supported | 4
Fileaccesglenied 5
Incompatiblesecuritylevels 6
Inconsistent parameters 7
Inconsistentselectioncriterion | 8
Invaliddatatype 9
Invalidfile accessnethod 10
Invalidfile start position 11
Invalidoperatorname 12
Invalidparameterdatatype 13
Invalidtime stamp 14
Keygenerationerror 15
Missingrequired parameter 16
No objectsof specifiedtype 17
No spacefor object 18
No spaceto addlist element 19
No spaceto write property 20
Novt sessionavailable 21
Propertyisnot alist 22
Objectdeletion not permitted 23
Objectidentifier alreadyexists | 24
Operationalproblem 25
Passwordailure 26
Readaccesslenied 27
Securitynot supported 28
Servicaequestdenied 29
Timeout 30
Unknownobject 31
Unknownproperty 32
Unknownvt class 34
Unknownvt session 35
Unsupportedobjecttype 36
Valueout of range 37
Vt sessioralreadyclosed 38
Vt sessiortermination failure 39
Write accesglenied 40
Characterset not supported 41
Invalidarrayindex 42
Invalidindex 42
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Appendix B.6Rediscovering Offline Devices

The BACnet driver handles APDU retries internally and uses its own parameters, not the kernel parameters. The
kernel timeout and retry values should be left to default.

The following parameters can lwenfigured on the Client Node:

e APDU_Timeoutdefault value is 10s

e APDU_Retriesdefault value is 3

The FieldServer will only send requests to the remote device once it has discovered it using the AMADN
process.

If a device does not respond anket APDU_Retries have been used up, the driver will revert to trying to discover
the device using Whis requests.

Note that there is also a background process of rediscovering devices independently of the polling process. This
occurs every 10 minutes.
Appendix B.7Timeout Errors

NL TX Abort errors mean that the BACnet network layer was unable to transmit queued messages in time and gave
up on them.Outgoing packetsre programmed with a 10 second timeoutf packets have not been transmitted
within this 10 second winalv, they are discarded and an error is recorded.

Timeout errors may be experienced on stagt if the network is not yet fully synchronised or if there are a large
number of nodes on the network. TheeldServercan only transmit the-Ams a few at a tim, and only when it
receives the MSTP token.

It might help to give the MSTP network some time to settle before attempting a discovery.

It may be advisable tdiscover theNodes in a number of smaller Node ID ranges (say 10 at aititne ¢ KS b2 RS yL !
can beestablished from the configuration.
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Appendix CVendor Information

Appendix C.1IMcQuay

McQuay Units are shipped with a default Device instance of the last 6 digits of the McQuay Serial number.

Appendix C.2Trane

When new points are added to the FieldServer it is important to resterSumnit Workstation or BClbtherwise
these new points may not be seen by the FieldServer.

Disconnect the FieldServer from the BACnet network when transferring images to the BCU.

Appendix C.3Liebert
Polling BACnet addresses that are not configuredLiebert systems may cause the connection to fail in older
versions of Liebert. Please contact your Liebert supplier for more information.

Appendix C.4Automated Logic Corporation.

When an ALC module is powered, @nd it does not detect valid BACnet/MSTP traffic on its M®FE then the
module goes into a terminal mode and MSTP communicationsetilbe intitiated

When connecting the FieldServer to an ALC BACnet/MSTP mahiudgs start the FieldServer first. Wait until the
RUN Led is flashing on the FieldServer bepowering up the MSTP module.

Appendix C.5Honeywell EBI
Honeywell EBtannot processventNotifications with ACK_Required set to The ACK_Required property of
Notification Clas#ap Descriptors configured for use with EBI mttstrefore be set to 0.

Appendix C.6UsingCimetricsExplorer

Cimetrics Explorer needs to be configured to use either BACnet Ethernet or BACnet IP. This is not a setting in the
actual Cimetrics BACnet Explorer, but is done in the Cimetrics BACstac Protocol that can be found in the Local Area
Connection Progrties as shown below:
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File Edit Wiew Favorites Tools  Advanced  Help
d=Bock v =p < | G search LY Folders Qlﬁ X @ | Ed-
Address I Metwork ond Dial-up Connections

Ma]-(e Mew i General |

= Local Area & Enabled 3Com 30920 Integrated Fas...  System
Connect using:

I BE 3Com 3C920 Integrated Fast Ethernet Controller [3C305C-

Components checked are used by this connection:
Client far Microsoft Metworks

:
W Intemet Protocol [TCPAR)

Device Mame I Cwner

Install... Uninztall Froperties

i~ Description
Cimetrice BACstac(TM) Standard Edition +4.0 Protocol. This
allows applications to communicate with distributed control
systems across BAChet networks.

™ Show icon in taskbar when connected

Ok Cancel

Check the properties of this protocol to see what BACnet protocol is set on the Cimetrics Explorer.

2l Network and Dial-up Connections METES

Filz Edt ‘View Favortes Tools Advanced  Help |

=pack - = v (2] | @Search ChFolders |05 0 X o | EE-

Address | Netwark and Bial-up Cannections | @eo
—_— " =
Name + Local ArealConGEcHESSE EE) oy [ bevice Name Owiner |
[ imake New o General |
L Local Area & | Enabled 3Com ICP20 Integrated Fos..  System

r

I. Cimetrics BACstac{TM) Standard Edition v+.0 Protocol Properties 2=

Port Table |
c PotlD | Attached | Network Hum | Typs Pratacol HIC

Physical BAChet/IP Default

| | |

r Edt. | add. | Remove |

Cancel

To change the protocol, remove the current one and add a new one as shown below.
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[2 Network and Dial-up Connections |- 1[

File Edit View Faworites Tooks Adwanced  Help |

4= Eack ~ = -‘@Szarch L Folders g“ﬁ X 'ﬂ"

Address I Netwark and bial-up Connections j @én
— " =
Mg 4 Local Area Connection Proper _|_| Sratus | e N D |
Mnkz Mew Ct General |
- Local Area | Enabled 3Com 3C920 Integrated Fas...  System
¢ .-
Cimetrics BACstac{TM) Standard Edition ¥4.0 Protocol Properties _‘?Iﬂ
[ Port Tatle |
r Poit 1D Aftached Network Mum ‘ Type | Protocol ‘ NIC
31 s nfa Physical BACnet/IP Default
4 | | BACnetiIP ¥
Ethernet/ARCHET
1 Edt.. | ¢ Add. | Remove |
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Appendix DReference

Appendix D.10bject Type Legal ValuesAbbreviation Descriptions

Al ANALOG_INPUT

AO ANALOG_OUTPUT

AV  ANALOG_VALUE

Bl BINARY_INPUT

BO BINARYOUTPUT

BV BINARY_VALUE

Ml MULTI_STATE_INPUT

MO MULTI_STATE_OUTPUT
MV MULTI_STATE_VALUE

NC NOTIFICATION_CLASSIELT

Appendix D.2Property Legal Values

LegaValue

Description

Object_Identifier

This propertyis a numeric code that is used to identify the objectisltinique within the
BACnet Device that maintains it.

Object_List

Relevant to Device Object Type. This property is a BACnetARRAdf Identifiersone
Object_Identifier for each object within the device that is accessible through BA
services. An Object_Identifier is composed of Object Type and Object Instance an
be unique within a BACnet Devjeeg. Object Type = Amg Input Object Instance = 3

Present_Value

This property contains the present value of the Input / Output / Value

Object_Name

Character string providing the name of a BACnet objddte set of characters used in th
Object_Namas restricted to printalde characters.The Object_Name is determined by th
Map_Descriptor_Name

Description

Character string describing a BACnet object. This can be defined by the user t
additional detail about the Object.

Out_of Service

The Out_Of_Service propertpf type BOOLEANSs an indication whether (TRUE) or n
(FALSE) the physical input that the object represents is not in service. This means t
Present_Value property is decoupled from the physical input and will not track chang
the physical inputwhen the value of Out_Of Service is TRUE. In additien Reliability
property and the corresponding state of the FAULT flag of the Status_Flags propert
be decoupled from the physical input when Out Of Service is TRUE. Whil
Out_Of Service prapty is TRUEthe Present Value and Reliability properties may
changed to any value as a means of simulating specific fixed conditions or for t
purposes. Other functions that depend on the state of the Present Value or Relig
properties shallrespond to changes made to these properties while Out_Of Servi
TRUEas if those changes had occurred in the physical input.

Event_State

The Event_State propertpf type BACnetEventStates included in order to provide a wg
to determine if thisobject has an active event state associated with it. If the ob
supports intrinsic reportingthen the Event_State property shall indicate the event state
the object. If the object does not support intrinsic reportjtigen the value of this property
shall be NORMALOther values: FAULOFFNORMAL HIGHLIMIT, LOWLIMIT, LIFE
SAFETXLARM

Units

This property contains the units associated with the Present_Value property.
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LegaNValue Description
The Reliability propertyof type BACnetReliabilifyorovides anndication of whether the
Present_Value or the operation of the physical input in question is "reliable" as far g
Reliability BACnet Device or operator can determine aifdnot, why. The following values ar

supported:
NO_FAULT_DETECTHRRELIABLE_OTHER

Priority_Array

This property relates to Output and Value Object Types and is a read only arra
contains prioritized commands or NULLs in the order of decreasing priority. The h
priority (lowest array index) with a neNULL value is the activeromand.

State_Text

Relevant to Multistate Object Types: This property is a BACnetARRAY of character
representing descriptions of all possible states of the Present_Value. The numh
descriptions matches the number of states defined in the Num@ér States property. Th
Present_Valuginterpreted as an integeiserves as an index into the array.

Number_Of_States

Relevant to Multistate Object Types: this property sets the total number of states for W
descriptions will be returned as defined der the State_Text property. h& number of
states will be determined automatically by the largest state number used when config
the Offset TableRefer toAppendix Ak

Max_Master

Relevant to BACnet MS/TP Device Object TVpe: Max_Master property of type
Unsigned shall be present if the device is a master node on an MS/TP network. The
of Max_Master specifies the highest possible address for mastdes and shall be leg
than or equal to 127. If the Max_Master property is not writeable via BACnet seritice
value shall be 127.

Max_Info_Frames

Relevant to BACnet MS/TP Device Object Type: Max_Info_Frames propertef type
Unsigned shall be pesent if the device is a node on an MS/TP network. The valy
Max_Info_Frames specifies the maximum number of information frames the node
send before it must pass the token. If Max_Info_Frames is not writable or otherwise
configurableits valueshall be 1.

Active_Text

Relevant to Binary Object Typ&dhis property of type CharacterStringcharacterizes thg
intended effect of the ACTIVE state of the Present Value property from the hy
operator's viewpoint. The content of this string is a looaatter, but it is intended to
represent a humasneadable description of the ACTIVE state. For exaniiptee physical
input is a switch contacthen the Active_Text property might be assigned a value sug
"Fan 1 On".

Inactive_Text

This property of type CharacterStringcharacterizes the intended effect of the INACT
state of the Present_Value property from the human operator's viewpoint. The conte
this string is a local mattebut it is intended to represent a humaneadable description o
the INACTIVE state. For examjifiehe physical input is connected to a switch contdleen
the Inactive_Text property might be assigned a value such as "Fan 1 Off".

Description

A character string giving more information about the Object associated wth
Present_Value property.

Firmware_revision

The firmware revision of the application.

Relinquish_Default

This property is the default value to be used for the Present Value property whe
command priority values in the Priority_Array property havdULL value.

Event_Enable

The Eent Enable propertyis supported but to save memoryt is onlyinstantiated it if a
point is configured for alarming, i.e. if it is set up with a reference to a Notification
Map Descriptor.
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Appendix D.3Units

Unit Variationl Variation 2 Variation 3

Area

squarecentimeters

squarefeet

squareinches

squaremeters

Currency

Currencyl

Currency2

Currency3

Currency4

Currency5

Currency6

Currency7

Currency8

Currency9

Currencyl10

Electrical

milliamperes milliamps

Amperes Amps A

amperesper-meter

amperesper-squaremeter

amperesquaremeters

farads

henrys

ohms

ohm-meters

kilohms

megohms

micro_siemens

siemens

siemensper—meter

TESLAS

Volts Voltage

Voltage
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Unit Variationl Variation 2 Variation 3
Millivolts

kilovolts

megavolts

Volt-Amperes Volt-Amps VA

kilovolt-amperes kilovolt-amps KVA

megavoltamperes megavoltamps

volt-amperesreactive VAR

kilovolt-amperesreactive KVAR

Megavoltamperesreactive MVAR

volts-per-degreekelvin

volts-per-meter

degreesphase

PowerFactor PF

WEBERS

Energy

Joules

kilojoules

kilojoulesper-kilogram

megajoules

watt-hours Wh

kilowatt-hours KWh

Megawatthours MWh

BTUs

KiloBTUs

MegaBTUs

Therms

ton-hours

kilovolt-amperes-hours

kilovolt-amperesreactivehours

megavoltamperes-hours

megavoltamperesreactivehours

Enthalpy

joulesper-kilogramdry-air

kilojoulesper-kilogramdry-air

megajoulesper-kilogramdry-air

btus-per-pound-dry-air

btus-per-pound

Entropy

joulesper-degreekelvin | | |
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Unit Variationl Variation 2 Variation 3

kilojoulesper-degreekelvin

megajoulesper-degreekelvin

joulesper-kilogramdegreekelvin

Force

newton

Frequency

cyclesper-hour

cyclesper-minute

Hertz Hz
Kilohertz KHz
Megahertz MHz
Perhour

Humidity

gramswater-per-kg-dry-air

percentrelative-humidity % RH; %RH Percent RH; PercentRH

Length

millimeters

centimeters

meters

inches

feet

Light

candelas

candelasper-squaremeter

watts-per-squarefoot

watts-per-squaremeter

lumens

luxes

foot-candles

Mass

Kilograms Kg

Poundsmass

Tons

Mass Flow

gramsper-second

gramsper-minute

kilogramsper-second

kilogramsper-minute

kilogramsper-hour
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Unit Variationl Variation 2 Variation 3

poundsmassper-second

poundsmassper-minute

poundsmassper-hour

Power

Milliwatts

Watts w
kilowatts KW
megawatts MW
BTUsper-hour

kilo-btus-per-hour

Horsepower HP

Tonsrefrigeration

Pressure

Pascals

hectopascals

Kilopascals KPa

millibars

Bars

poundsforce-per-squareinch PSI poundsforce-per-sgrinch

centimetersof-water

inchesof-water

millimetersof-mercury

centimetersof-mercury

inchesof-mercury

Temperature
DegreesCelsius DegC Deg_C
DegreesKelvin DegK Deg_K

degreesKelvinper-hour

degreesKelvinper-minute

Degrees-ahrenheit DegF Deg_F

DegreesdaysCelsius

DegreesdaysFahrenheit

delta-degreesFahrenheit

delta-degreesKelvin

Time

years

months

weeks

days
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Unit Variationl Variation 2 Variation 3

hours

minutes

seconds Secs S

hundredthsseconds

milliseconds

Torque

newton-meters

Velocity

millimeters-per-second

millimetersper-minute

metersper—second

metersper-minute

meters-per-hour

kilometersper-hour

feet-per-second

feet-per-minute

milesper-hour

Volume

cubicfeet

cubiecmeters

imperiatgallons

liters

USgallons Gallons

Volumetric Flow

cubicfeet-per-seconds

cubicfeet-per-minute

cubicfeet-per-hour

cubicmeters-per-seconds

cubicmeters-per-minute

cubicmeters-per-hour

imperiatgallonsper-min

liters-per-second

liters-per-minute

liters-per-hour

USGallonsper-hour

USGallonsper-minute GPM

Others

degreesangular

degreescelsiusper-hour
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Unit Variationl Variation 2 Variation 3

degreescelsiusper-minute

degreesfahrenheitper-hour

degreesfahrenheitper-minute

joule-seconds

kilogramper-cubicmeter

kilowatt-hour-per-squaremeter

kilowatt-hour-per-squarefoot

megajoulesper-squaremeter

megajoulesper-squarefoot

No-Units No Units No_Units None

newton-seconds

newtonsper-meter

parts-per-million

parts-per-billion

Percent

percentobscurationper-foot

percentobscurationper-meter

percentper-second

per-minute

per-second

psiper-degreesfahrenheit

radians

revolutionsper-minute

squaremeters-per-newton

watts-per-meter-per-degreekelvin

watts-per-squaremeter-degreeskelvin
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