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Ethernet Captures using Wireshark

Introduction

Since a large number of communication protocols communicate across Ethernet, it is important

for troubleshooting purposes to get a capture of Ethernet traffic.

This eNote describes the

procedure to download and run Wireshark which is a free external capture utility that logs

Ethernet traffic.

Procedure — Wireshark Capture

1) Go to www.wireshark.org/download.html to access the download page.

2) Select the download site for your operating system.
3) Download the following file: Wireshark-setup-0.99.4.exe
4) Run the executable.

5) When installing Wireshark, install WinPcap 3.1 as well by checking the install box.

*' Wireshark 0.99.4 Setup

Install WinPcap?
WinPcap is required to capture live netwark data. Should WinPcap be installed?

Currently installed WinPcap version
WinPcap 3.1

If selected, the currently installed WinPcap 3.1 will be uninstalled first,

Services
[]start WinPcap service NPF at startup
(so users without Administrator privileges can capture)

[ What is WinPcap?

[ < Back ” Install l [ Cancel

6) Run Wireshark.
7) Click on the ‘Show the Capture Options’ button on the top left.

8) Go to the Interface option and select the Ethernet adapter from the drop-down menu.
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Wireshark: Capture Options

rCapture

bft's Packet Scheduler) :

Interface:

Capture p, &

] Limit each packet to _-' | bytes
(-]

Display Options

’gapture Filter: ] |

-Capture File(s)-

File: | | [Erowse... ] (] Update list of packets in real time

[] Use multiple files

| - | f [ Hide capture info dialog

Mame Resolution

| 7] :
S CpiNe .. Enable MAC name resolution

... after I— S [] Enable network name resolution
] ... after | | egabyte |
Enable transport name resolution

O] .oafter | N I
[ Start ][ Cancel

9) Enter afilename under Capture File(s) and select a location for that file.
10) “In the filter section, enter the following ‘port not 1024’. This will filter out all of the

Ethernet messages of the FieldServer Utilities.”
11) Hit the ‘Start’ button to start a capture. Once the capture is going, a screen will appear

with the types of Ethernet traffic captured.
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& Wireshark: Capture from Intel(R) ... g@@

Captured Packets

Total 10 % of total

sCTP 0 ] 0.0%
TcP 10 (TTTTTD 100.0%
LDP 0 ] 0.0%
ICMP 0 ] 0.0%
ARP 0 ] 0.0%
0sPF 0 ] 0.0%
GRE 0 ] 0.0%
NetBIOS 0 I 0.0%
1PX 0 ] 0.0%
VINES 0 ] 0.0%
Other 0 ] 0.0%

Running 00:00:17

12) Ensure that the suspected problem occurs while the Wireshark capture is running.

13) Please use the FST diagnostic utility to take a 10 minute capture while the Wireshark
capture is running. Download the diagnostic utility from
http://www.fieldserver.com/techsupport/utility/utility.asp. Please read the FST Diag
manual before running the utility. Under article 3, there are some steps to take to ensure
that the program will work correctly.

14) Email the capture file(s) to support@FieldServer.com.

Notes: - Wireshark Capture

1. Verifying the Wireshark Capture

e Check the Main display after stopping the capture. Check the Source and Destination
columns to see that the FieldServer IP address is shown and the remote device’s IP is
shown.

¢ |If neither IP address is present in the window, the problem could be that the PC’s IP address
is not on the same subnet as the FieldServer and\or remote device. To be on the same
subnet, all of the device’s IP addresses need to have similar numbers for the first three
octets. (Eg. X.X.X.45)
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i (Untitled) - Wireshark

File Edit Vew Go Capture Analyze Statistice Help
B ow e PEHx % &8 R« »» 7 8 EEl & AQ

Eilter:i * Expression.,. Clear Apply

Mo, - Time Source Destination Protocol Inf‘o

'502 = 1123 [sm Amc]

2.0 192, 16:3 1.24 e
3 0 0063 8 192.168.1.103 192.168.1. 24 TCP 1123 > 502 [ACK] seqg= =1 Ack
4 0.0094322 192.168.1.103 192.168.1.24 Modbus query [ 1 pkt{s)]: trans
5 0.210641 192.168.1. 24 192.168.1.103 TCP 502 > 1123 [AcK] Seq=1 Ack-
§ 0.211950  192.168.1.103 192.168.1. 24 TCP  [TCP Dup ACK 4#1] 1123 > 5(
7 2.013813  192.168.1.103 192.168.1.24 TCP 1123 = 502 [FIN, ACK] Seg=l
& 2.016064 192.168.1. 24 192.168.1.103 TCP [TcP Zerowindow] 502 > 112:
9200213167 192.168.1.24 192.168.1.103 TCP 502 > 1123 [FIN, PSH, ACK]
10 2.022721 192.158.1.1D3 .192.168.1.24 TCP 1123 = 502 [Ack] Seq=l4 AcCk
11 32.115671  192.168.1.103 192.168.1.24 TCP 1124 > 502 [5YN] Seq=0 Len-
12 32.119664 192.168.1.24 192.168.1.103 TCP 502 > 1124 [SYN, ACK] Seqg=(
13 32.121511 192.168.1.103 192.168.1.24 TCP 1124 > 502 [ACK] Seq=1 Ack=
14 32.125061 192.168.1.103 192.168.1.24 Modbus query [ 1 pkt{s)]: tran:
15 32.317381 192.168.1.24 192.168.1.103 TCP 502 = 1124 [ACK] Seq=1 Ack-
16 32.319638 192.168.1.103 192.168.1.24 TCP [TCP Dup ACK 14#1] 1124 > © —
G S S S e e N i e 107 TAR 1 74 TrE 1124 = 502 TETH  arwl sam=1 ¥
£ >
F Frame 1 (00 bytes on wire, o0 bytes captured) ~
@ Ethernet II, src: SierraMo_01:f4:ba (00:50:4e:01:f4:ba), Dst: Digiboar_27:11:97 (00:40:9 =
m Internet Protocol, Src: 192.168.1.103 (192.168.1.103), Dst: 192.168.1.24 (192.168.1.24) |»
£ | >
Co00 00 40 9d 27 11 97 00 50 4e 01 T4 ba 08 00 45 00 8L P N E.
0010 00 2c 2c 11 00 00 fe 06 Oc eb cO a8 01 &7 cD a8 oy L g
0020 01 18 04 63 01 fo 53 9¢ 00 00 OO0 00 OO OO0 &0 02 LT N AR O :
0030 08 00 b2 5F OO0 OO 02 04 05 b4 00 00 ettt

|File: "C\DOCUME ~1\Clarke \LOCALS ~1{Temp e therXXXX25UXIT" 1556 By... |P: 20 D; 20 M: 0 Drops: 0

. Hub/Switch/Router Issues

e The FS-B20 and FS-B40 Series FieldServers are 10baseT devices and when connected to
an auto sensing 10/100 hub the FieldServer's messages may not be visible to the PC.(See
note above). In this case, you will need to connect all of the devices to a 10 base T hub.

o Switches and Routers do not echo all messages on all ports, but direct messages to the
appropriate ports to increase bandwidth. Thus, a capture with a PC on port 1 might not see
the messages on the ports the FieldServer and remote device are on. A solution for this
connecting everything to a non-switching hub.

FieldServer Utilities

e Do not run Ruinet.exe (Remote User Interface) while the Ethernet Capture is running. This
will make your capture file unnecessarily large.

e Please run a Serial Capture at the beginning and the end of the Ethernet Capture.
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